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1 Introduction

EFSOC is a secure framework for event-based service oriented computing. This document will
describe the security service of the EFSOC framework. For more information about the EFSOC
framework, please consult the public section of www.pronir.nl. Thisis aworking document,
which meansthat it will grow over time.

When designing a secure framework, attention must given to a number of security aspects.

® Authentication: Authentiocation isthe processin which a subjects credentia s are verified
and hisidentity is established.

® Authorization: Authorization isthe process to decide whether or not a subject will be
granted a certain permission.

@ |ntegrity: Event integrity ensuresthat no part of the data contained in an event is modified
while it travels between sender and receiver.

® Non-repudiation: Non-repudiation is the quality aspect that determines that when an event is
generated, the generator cannot deny that he generated it.

® Confidentiality: Events may only be disclosed to authorized subjects.

The security service particularly addresses the issues of authentication, authorization and to a
lesser extent, non-repudiation. In chapter 2, we discuss the authentication model of the
framework. Chapter 3 will cover the concepts of the authorization model that is used. Finaly,
chapter four addresses briefly how integrity and confidentiality is achieved.
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2 Authentication

An authorization request is made when a subject introduces himself to the system for the first
time, if he wantsto elevate his permissions by taking on additional roles, or if he desiresto
reliquish permissions by discontinuing certain roles. Each of these three situations will be
discussed bel ow.

2.1 Initial authentication

When a subject introduces himsalf for the first time, the security service needs to determine if
the subject really iswho he claimsto be. The most simple, and therefore fairly unreliable,
method is to ask for a username and password. More advanced methods have been devel oped
using chip cards or magnetic swipe cards containing physical or biometric information of the
subject.

Whichever method is chosen, the essence is till that the user offers some credentials, i.e. some
kind of proof, of hisidentity, which is subsequently validated against information that the
authentication system assumes to be true.

Once the credentials that the subject presented have been validated, he is considered to be
partially authenticated.

2.2 Acquiring additional roles

Partial authentication is generally not a sufficient base to grant a subject any authorizations.
Usually, a subject will not be authorized unless the authorization operation decides that the
subject isactivein a particular role.

The authentication operation is aware of a number of predefined roles that subjects may play.
Each role is associated with a number of role assignments. When a subject requests to be
granted additional roles, the authentication operation will check if the request role exists, and if
it can find arole assignment that explicitly grants the subject the right to play thisrole.

If both criteria are met, the subject is considered to be fully authenticated.

2.3 Relinquishing roles

The least-privilege assumption requires that subjects never have more permissions than they
need to perform their activities. Thisimpliesthat roles should be relinquished once the
permissions that are granted by them are no longer required. A subject may relinquish roles at
any time.

If asubject relinquishes hislast role, heis considered to be partially authenticated again.
A subject issues an authentication request containing a username and a password, which are
checked against a database containing authentication credentials. If that check is successful,

each role that the subject requests is checked against the role assignment database. If that check
is also successful, anew session is created and the subject is given a session token.
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3 Authorization

Event receivers may determine if the sender was authorized to send the event by invoking the
appropriate operation of the access control service. However, it isunreaistic to expect that
operational services, which may be offered by externa service providers, will be able to check
if the service invocation originated from an authorized subject. Therefore, it is necessarry that
senders of events are authorized by the event before the events are relayed to operational
service.

To better understand how authorization decision are reached, we briefly explain how access
control decision are reached. Asall authorization decisions are driven, directly or indirectly, by
business rules, we assume that an authorization policy isavailable per event type that may
occur.

Event Authorization Policy]|
Subject
Role
Role Assignment| JAuthorization Rule]
A

I <<instantiates>>

Role Session

Actor Business Process| |Operational Service

? _____ sc<implements>> _ _ _ _
1
v

Business Rule|

Business Policy—$

Business Goal

Illustration 3.1EFSOC Schema

The data structures used to determine the outcome of an authorization decision isrepresented in
figure 3.1. Ascan be seen in theillustration, a business goals may contain a number of business
policies. Each policy contains a number of business rules, a subset of which isimplemented in
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the form of authorization rules. Authorization rules are grouped in authorization policies, which
are associated with events of a certain type.

Authorization rules may be evaluated to determine if an authorization request will be granted.
The algorithm that is used to determine whether or not access will be granted is extremely
simple. If arule evaluatesto an explicit denial of the authorization event, access will be
refused. Second, if arule evauates to an explicit approval of the authorization event and there
is no other rule evaluation results in an explicit denial, access will be granted. Third, when no
rule explicitly grants access, the request will be refused. This algorithm will ensure that only
duely authorized subjects may manipulate events, with explicit denial of permissionstaking
precendence over explicit acceptance.

3.1 Events

Authorization policies are associated with events. An event has the form as shown below

Event

Event Envel ope
Event Type
Event 1D
Ti mest anp
Ref er ences
Sender

Event Body

Each event has an event envel ope containing meta-information, such as an event type, which
represents the sematic significance of the event anda timestamp, which can be used to
determine historic relativity of the event. In addition to the fields in the event envelope, each
event has a body which contains information that the sender deems necessary for the event
receiver to accurately process the request. Assume an event that represents aloan request. The
event would take the following form

Event

Event Envel ope
Event Type = | oanRequest Event
Event | D = 20040204193
Ti mestanp = 1075890192
Ref erence =
Sender = john

Event Body
InterestRate = 0.05
PaybackPeriod = 12
LoanAnount = 10000

In this particular example, we use an event identifier that is generated using the date and a
sequence number (February 4, 2004, sequence number 193) and atimestamp that is a standard
UNIX timestamp, but any value that is meaningful to an application may be used.

The event header is determined written by the event service and used by the authorization
service to determine whether or not access should be granted. The event body would typically
contain information such as requested interest rate, payback period, loan amount, etc.
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3.2 Basic authorization rules

The authorization service contains a number of basic authentication rules that may be used to
compose authorization policies. This section described a number of these basic authorization
rules.

Authorized sender rule

An event may only be sent by afully authenticated subject playing arole that isexplicitly
authorized to send the event. For example, assume that John is an actor who isknown asa
client. Furthermore, assume that clients are authorized to send loan requests. The following
code fragment of Prolog code will illustrate the authorized sender rule.

% a subject is either a process, an actor or a service
is_subject(X) :-

i s_process(X);

is_actor(X);

i s_service(X).

% a valid role assignment is one where the subject and the role
% are known and the role has been explicitly assigned to the
subj ect
val i d_rol e_assi gnment (Subj ect, Role) :-

i S_subj ect (Subj ect),

is_role(Role),

subj ect _has_rol e( Subj ect, Role).

% a subject may send an event if he is assigned to a role that
may send
%t he event.
check_aut hori zed_sender ( Subj ect, Event) : -
i S_subj ect (Subj ect),
i s_event (Event),
is_role(Role),
val i d_rol e_assi gnnment ( Subj ect, Role),
rol e_may_send_event (Rol e, Event).

Combine these rules with the following facts.

i s_rol e(custonerRol e)

i s_actor(john)

i s_event (| oanRequest Event)

subj ect _has_rol e(j ohn, | oanRequest Event)

rol e_may_send_event (cust oner Rol e, | oanRequest Event)

Asking the prolog compiler if john may send aloanRequestEvent will now return 'Y es.
?- check_aut hori zed_sender (j ohn, | oanRequest Event).
Yes

Authorized receiver rule

Similar to the authorized sender rule, we define the authorized sender rule. Thisrule states that
an event may only be received by afully authorized subject playing arole that isexplicitly
authorized to receive the event. For example, assume that loanRequests may be received by a
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business process called loanProcess. The following code fragment, combined with the fragment
in the previous paragraph, illustrates the authorized receiver rule.

% a subject may reive an event if he is assigned toa role that
nmay
% receive the event.
check_aut hori zed_recei ver (Subj ect, Event) :-
i s_subj ect (Subj ect),
i s_event (Event),
is_role(Role),
val i d_rol e_assi gnnment ( Subj ect, Role),
rol e_may_receive_event (Rol e, Event).

Also introduce the following facts:

i s_role(l oanProcessRo).

i s_process(| oanProcess).

subj ect _has_rol e(l oanProcess, | oanProcessRol e).

rol e_may_receive_event (| oanProcessRol e, | oanRequest Event).

Asking the Prolog compiler if the loanProcess may receive aloanRequestEvent will now return
'Yes.

?- check_aut hori zed_recei ver (|1 oanProcess, | oanRequest Event).
Yes

Receiveresponserule

Often, a subject may only receive those eventsif that event is sent as a response to an event that
was sent previoudly by the subject. Thisimplies that the authorization service must somehow
keep track of dl eventsthat are sent. As discussed previoudy, authorization decisions can be
fully reached by inspecting the envelope of an event. In addition to a unique identifier and a
timestamp, each event may also contain references to previous events. The authorization
service needs to verify thisinformation and if it provesto be correct, may use it to cometo an
access control decision.

Referring to the example, assume that clients may only receive loanResponseEventsthat are
sent in reaction to aloanRequest that wasissued by them earlier. To check this, we assume that
the authorization service asserts afact each time when an event is sent. This assertion may take
the following form:

subj ect _sent _event (Subj ect, EventlD, tinmestanp).

For example
subj ect _sent _event (j ohn, 20040204193, 1075890192).

Using these facts, we can implement arule

check_val i d_response(Subject, EventID) :-
find_event _i nstance(Event, EventlD),
check_aut hori zed_recei ver (Subj ect, Event),
get _event _reference(Event, Reference),
subj ect _sent _event (Subj ect, Reference, _).
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This assumes that two additional rules (find_event_type and get_event_reference) are available
which may be used to find the instance of a certain event, resp. the reference of a subject.

3.3 Advanced authorization rules

In addition to the basic rules outlined in the previous paragraph, it is possible to add many more
rulesthat are driven by business policies.

3.4 Active security

The EFSOC authorization model is a role-based access control model. Asroles are a pivotal
concept in our approach, it must be possible to dynamically create, adapt or remove roles
without affecting the overall integrity of the model.

As a consequence of the highly dynamic nature of the authentication model, the security
service must be able to rapidly adapt to changing security constraints. As soon as changesin the
role hierarchy or in the authorization rules are implemented, active sessionsthat violate the new
security constraints must become invalid and need to be terminated, or at least isolated. The
ability to rapidly change to changing security constraintsis called active security.
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4 Confidentiality and Integrity

Confidentiality and integrity are two important aspects of any secure system. Confidentiality is
the quality attribute that ensures that messages may only be viewed by duely authorized parties,
generally the sender and/or the receiver. Integrity is the quality aspect which ensuresthat a
message content does not change whileit isin trangit, i.e. it ensures that the message arrivesin
the same form asit was sent.

Confidentiality and Integrity may be achieved in avariety of ways. The most obvious and most
widely available technologies are based on the concept of asymmetrical cyphers. An
asymmetrical cypher contains of a public key which may be used to encrypt messages and a
private key which may be used to digitally sign messages. Assume an infrastructure where a
subject john wants to send an event. To do so, he contacts the event service and sends a
message. John uses his private key to sign the message that he is sending, which will allow the
event service to check whether the message has been altered during transport. In addition to the
ability to check if the message was not altered, the security service can be queried to find out if
the message was signed by the key that is known to the system and belonging to john.

In addition to digitally signing, john also encrypts the message using the public key of the event
service. This ensures that only the event service can decrypt the message, thus ensuring
message confidentiality. The event service will perform the same signing and encryption of
messages it sends out to other subjects.

The security service provides a PKI infrastructure for public keys. This means that subjects can
consult the security service to retrieve or validate the public key of asubject. Thisway, it is
possible to ensure that only communication between fully authenticated subjectsis allowed.
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5 System Eventsfor security

Asthe entire EFSOC framework is event-based, all interaction between the framework and
subjectsis achieved by exchanging messages. This chapter addresses which system events are
supported by the security service.

Field namesin [ ] are optional.

5.1 Authentication Events

authenticationRequestEvent

Fields:

® username. The username of the subject to authenticate.
® password. The password matching the username
Authorization policy:

@ All subjects may send an authentication request

® The security service may receive an authentication request

acquireRoleEvent
Fields:

@ sessionid. The sessionid returned by an authenti cationResponseEvent when authenti cation
was successful.

® role. Therolethat the subject requests to acquire.

Authorization policy:

® All partialy authenticated subjects may send an acquireRol eEvent
@ All fully authenticated subjects may send an acquireRol eEvent

® The security service may receive an acquireRol eEvent

relinquishRoleEvent
Fields:

@® sessionid: The sessionid returned by an authenti cationResponseEvent when authentication
was successful.

® role: Therole that the subject requests to relinquish.
Authorization policy:
® All partialy authenticated subjects may send a relinquishRol eEvent
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® All fully authenticated subjects may send a relinqui shRoleEvent

® The security service may receive arelinquishRol eEvent

authenticationResponseEvent

Fields:

@® result: “success’ or “failed”

® reason: if result is“failed”, areason why the authentication failed.
® [sessionid]: if the authentication was successful,

Authorization policy:

® All subjects may receive an authenticationResponseEvent, providing the event is sent asa
response to an authenticationRequestEvent.

@ All subjects may receive an authenticationResponseEvent, providing the event is sent asa
response to an acquireRoleEvent.

® All subjects may receive an authenticationResponseEvent, providing the event is sent asa
response to an relinquishRoleEvent.

® The security service may send an authenticationResponseEvent.

5.2 Authorization Events

Authorization events are special events in the sense that they will mostly be used by the event
service only.

5.3 PKI Events

getPublicK eyEvent

Fields:

@ username: the username of the owner of the public key that is searched.
Authorization policy:

® All subjects (also unauthenticated) may send getPublicKeyEvents

® The security service may receive getPublicKeyEvents

validatePublicK eyEvent
Felds:
® username: the username of the owner of the public key that must be validated.

® publickey: the public key that must be validated.
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Authorization policy:
® All subjects (also unauthenticated) may send validatePublicK eyEvents

® The security service may receive validatePublicK eyEvents

getPublicK eyResponseEvent

Fields:

® publickey: the requested public key
Authorization policy:

® All subjects (al so unauthenticated) may receive getPublicK eyResponseEvents, providing
the event is sent as a response to a getPublicKeyEvent.

® The security service may send getPublicKeyEvents

validatePublicK eyResponseEvent
Fields:

® result: “Success’ or “Failure”

® reason: the reason for afailure, if any
Authorization policy:

® All subjects (al so unauthenticated) may receive validatePublicK eyResponseEvents,
providing the event is sent as a response to a getPublicKeyEvent.

® The security service may send vaidatePublicK eyEvents
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