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Chapter 1

In tro duction

The EFSOC framework is an event-driv en framework for serviceoriented
computing. Using the framework, organizations will be able to conceptually
model serviceinvocations. Modeling serviceinvocations enablesan
organization to quickly determine what the impact on its businessprocesswill
be when certain servicesare used, thus enabling the organization to rapidly
respond to changing businesspractices.

In addition to conceptually describing businessprocessesand service
invocations, the EFSOC framework o�ers support for run-time enactment of
businessprocessand serviceorchestration.

The framework is supported by a web-basedspeci�cation tool1.

In this document, we will present an overview of the framework and its
metamodel, followed by speci�cation of the infrastructure services.We will
also relate out work to existing standardization and industry initiativ es.

1.1 Notational Conventions

The keywords "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL
NOT", "SHOULD", "SHOULD NOT", "RECOMMENDED", "MA Y", and
"OPTIONAL" in this document are to be interpreted as described in RFC
2119[RFC 2119].

This document usesnamespacepre�xes througout; they are listed in table 1.1.
Note that the choice of any namespacepre�x is arbitrary and not semantically

1A working protot ype is available at http://maxim us.uvt.nl/~k ees/phd-kees/
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Pre�x Namespace Notes
wsdl http://www.w3.org/2003/0 6/ wsdl WSDL 1.2 speci�cation
http http://www.w3.org/2003/0 6/ wsdl/ http HTTP bindings for

WSDL 1.2
xs http://www.w3.org/2001/XMLSc hema XML Schema speci�ca-

tion
bpws http://sc hemas.xmlsoap.org/ws/2003/ 03/business-process/ BPEL4WS speci�cation

Table 1.1: Pre�xes and namepsacesusedin this document.

signi�can t.
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Chapter 2

EFSOC Framew ork and
Metamo del

Figure 2.1: The EFSOC framework

EFSOC is a multi-tiered framework for service-oriented computing as shown in
�gure 2.1. The �gure usesUML notation to represent that the framework
consistsof a number of tiers, each of which may contain any number of
infrastructure servicesand any number of elements elements. All
infrastructure servicesare regular services,which allows us to describe and
publish them clearly in a standard format, such as WSDL.

The core assumption of our approach is that all all services,businessprocesses
and actors play a certain role in achieving businessgoalsand that
coordination betweensubjects takesplace by exchanging events. This is
represented in the metamodel by the relationship betweenevent type and
subject and by the relationship betweensubject and role type.
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Figure 2.2: The EFSOC meta model

The EFSOC metamodel contains three tiers: the event tier, the accesscontrol
tier and the businessprocesstier. The event tier provides event relay facilities,
the accesscontrol tier provides accesscontrol facilities to the event relay
serviceand the businessprocessserviceprovides the interface to business
processesand services.

Each of the tiers can be represented from structural perspective, where it is
clear which infrastructure servicesand elements belong to the particular tier.
Figure 2.3 shows the event tier from such a perspective. However, for a
complete model, this way of representing the model will be couter-productive
and might confusemore than it conveys. Therefore, we have chosento usea
more functional representation of the model, which is shown in �gure 2.2.

2.1 The Event Tier

The event tier comprisestwo main elements: subjects and events and one
infrastructure service: the event service.
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Figure 2.3: Structural perspective of the event tier

A subject can be either a resourceor a service,and is capableof playing a
certain role in the context of a businessprocess.Subjects thus neednot be
necessarilyhuman actors, but also can be implemented using an (autonomous)
web-service.

In accordancewith �ndings of (Luckham, 2002), we identify two categoriesof
subjects: event generatorsand event monitors. An event generator pertains to
a subject that is capableof autonomously producing an event, possibly
triggered by an incoming event, internal state changeor internal business
policy. An event monitor on the other hand side, refers to an independent
subject that registers incoming and outgoing events betweensubjects.

Events can be simply perceived as occurrencesthat happen over time, and
independently from each other. Events represent a speci�c capability that is
carried out by a service,and are capableof carrying information themselves,
e.g., a request product event can be parameterizedwith a product identi�er,
date and quantit y.

Events are publicized (or generated)by calling the event service. The event
servicewill consult the accesscontrol serviceto determine whether or not the
processor servicewas allowed to generatethe event.

Processesand servicesmay register to monitor certain events. On event
subscription, an accesscontrol check will be performed. If the accesscontrol
serviceallows the subscription to take place, events may receive event
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Figure 2.4: Structural perspective of the accesscontrol tier

instances. Note that subsequent accesscontrol checks are performed when
actual event instancesare about to be relayed.

Each event that is generatedor monitored is loggedin an event log. Each line
is stamped with a date/time and a line id. Checksums of line ids are stored
independently to assurenon-repudiation.

We de�ne

� SU as the set of all subjects

� ET as the set of all event types

2.2 The Access Con trol Tier

To reducethe risk of interacting with potentially unknown serviceproviders,
any approach that focusseson serviceintegration in businessprocessesmust
have strong security measuresto make sure that all communication between
provider and consumeris adequately safeguardedagainst unauthorized
disclosureor manipulation. Not only must the communication be safe,once
messageshave beensafely relayed from the serviceprovider to the service

9



consumer(or vice versa), there must also be an adequateaccesscontrol system
in place that enforcesthat each serviceprovider can only interact with
businessprocessesin exactly the way it needsto do to deliver its service.

The accesscontrol tier dealswith allocating roles to subjects. A role factors
cohesive behavior of subjects into sometype, e.g., the subjects John Doe and
Mary Dolittle both are specializedin advising clients about car insurances.
The linkagebetweena subject and a role type is typi�ed using a role
assignment. In role-basedaccesscontrol, permissionsare associated with roles
and roles are assignedto users(Sandhu et al., 1996).

We re�ne the de�nition of a subject to make explicit that any infrastructure
serviceis consideredas a subject.

The de�nitions of the the SU can now be re�ned to

� I S is the set of all infrastructure services,

� SU = I S

Each subject may be assignedto oneor more role types. A role type represents
the function that a certain element ful�lls in completing a businessprocess.

We de�ne the the set of role typesas

� RT is the set of all role types;

Role typescan be organizedinto role hierarchies, that are capableof indicate
that one role is contained in another role. It has beenproven that this
containment relationship is irre
exiv e, a-symmetric and transitiv e (Jansen,
1998). Role type hierarchies play are an important meansto substitute role
instancesand support the administration of accesscontrol privileges and
constraints . Using role hierarchies, a role can be re�ned into another role that
possessesstricter accesscontrol properties.

We represent a role hierarchy as

� RR � RT � RT

Previously, we stated that all events must originate from an authorized event
generator and may only be sent to authorized event monitors. This is
represented by
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� EM is the set of all authorized event monitors. EM � ET � RT ;

� EG is the set of all authorized event generators. EG � ET � RT .

As role typescan be assignedto subjects, they are a pivotal concept in our
approach. We de�ne RA as the set of all role assignments, so that

� RA � RT � SU

Having thesebasic setsavailable to us, we can now de�ne a number of
contstrain ts on role assignment and role sessions:

� subject: RA ! SU ;

� roletype : RA ! RT

A role assignment as such doesnot entitle the subject to any privileges.
Instead, a role assignment must be explicitly activated, which results in a role
session.Each role sessionis associated with exactly one role assignment.

We now de�ne

� RS as the set of all role sessions,and

� assignment: RS ! RA

2.3 The Business Pro cess Tier

A businessprocessconsistsof one or more related activities that produce a
businessrequirement. Activities are atomic units of work that executelike
transactions, i.e. when an activit y gets interrupted while executing, it may be
recovered to the point where it started. Businessprocessesmay publish their
(external) interface in the form of an operational service.

Businessprocessesoperate independently of eachother. However, there may be
many reasonswhy processes,or processisntances,running in parallel have a
needto share information or synchronize their activities. This may be
achieved by monitoring and generating events that are related to (virtual)
businessobjects. For example,which the loanProcessis executing, it may need
to consult another process.This may be achieved by monitoring events that
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Figure 2.5: Structural perspective of the businessprocesstier

are generatedby a businessobject that is shared. In line with established
terminology (omg, 2003), we call this processchoreography.

Processinstancesare created when the event servicemonitors an event that is
registeredto initiate a businessprocess.The businessprocessservicewill
create a context in which the processinstance will executeand start execution
of the processde�nition.

Businessprocessmay be terminated for a large variety of reasons.There may
be (unexpected) runtime exceptionssuch as servicesbeing unavailable due to a
variety of reasons,but also changing security consideration which mean that
running processesmay not be allowed to continue processing.We proposea
system of active security, by which we mean that accesscontrol takesplace
throughout processexecution and not only when the processstarts. In other
words, if a processstarts, but during its execution certain permissionsare
revoked that the processneedsto operate, that processmust terminate
cleanly. Finally, a processmay also terminate becauseit has reached on or
more prede�ned termination points, such as a product or a servicethat has
beendelivered.

We de�ne

� BP as the set of all businessprocesses,

� OS as the set of all operational services,

� AC as the set of all actors.
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Businessprocessesare intiated by one or more events that they monitor and,
as part of their run time behaviour, can also generateevents. Basedon this
knowledge,we re�ne the de�nition of a subject to include operational services
and businessprocesses.

� SV is the set of all services,so that SV = OS [ I S

� SU = SV [ BP

Regular businessprocessesand servicesmay not interact directly with a
businessobject. Accessto a businessobjects is provided subsidiary through a
virtual businessobjects (VBO). The purposeof VBOs is to hide the internal
implementations of a businessobject in terms of enterprise back-end services
and operations. For instance, businessobjects are exposedto servicesvia their
interface, and thus VBOs act as technology neutral wrappers of resourcessuch
as existing information systemsof legacyapplications.

We de�ne

� BO as the set of all businessobjects;

� VS as the set of al virtual businessobject services.As a virtual business
object serviceis a special kind of operational service,VS � OS;

� vbos is a mapping betweenresourcesand virtual businessservices.
vbos� VS � BO.

The interface of virtual object servicesmust be consideredlike any other
operational service. Businessprocessesmay not invoke operational services
directly. Instead, a processwill generateone or more events which may be
monitored by a service.
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Chapter 3

Event Service

The Event Serviceprovides all event relay functionalit y of the EFSOC
framework. The event serviceo�ers two operations: 1) Register Event Monitor
and 2) SendEvent. The RegisterEventMoni tor operation is triggered by a
RegisterEventMon ito r event and is usedto register a resourceto receive
events of a certain type. Resourcesmay call the sendEvent operation to send
events.

3.1 Op eration Descriptions

3.1.1 RegisterEv entMonitor Op eration

Description: Register a new event handler for an event type.

Header: RegisterEventMoni to r(s tr in g eventtype, anyURI
eventHandler)

eventHandler must be an URI of an endpoint that is called when an event of
type eventtype is sent via the sendEvent operation.

Event typesmay be registeredmultiple times.

Use CaseDiagram:
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HandlesEvents:

� RegisterEventMonitorEv ent

3.1.2 SendEv ent Op eration

Description: Sendan event.

Header: SendEvent(Event e)

When the type of event e has beenregisteredthrough the
RegisterEventMon ito r operation, each event handler is called. The event e is
passedverbatim.

When the accesscontrol servicehas registered the
authorizationReq uestEvent event type, calling this operation will result in
two invocations of the accesscontrol service. Upon receiving the event from
the sender,an authorization request will be sent to check whether or not the
senderwas allowed to generatethe event. If the proper authorization was
obtained, a secondcheck will be sent to check if the receiver of the event (i.e.
the registerar of the event handler for the corresponding event type) is
authorized. Thesetwo checks can be executedin parallel. When both
authorization have beenreceived, the event handler will be called and the data
in the event will be passedverbatim.

Use casediagram when the AccessControl Servicehas not registeredthe
authorization event type:

Use casediagram when the AccessControl Servicehas registeredthe
authorization event type:
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Handlesevents:

� None. This is a special service.

3.2 Event T yp es

3.2.1 RegisterEv entMonitor Event

Description: A RegisterEventMo nit or Event is generatedwhen a subject
wants to monitors events of a certain event type

Generators:

� Any

De�nition:

<efsoc:efsoc
targetNamespace = "http://www.pron ir .nl /e fso c/ event servi ce.xs d"
xmlns:efsoc = "http://www.pron ir .nl /e fso c/ ef soc.x sd"
xmlns:xs = "http://www.w3.o rg /20 01/XMLSchema">

<efsoc:eventtype name="RegisterEvent Monit orEvent ">
<efsoc:body>

<xs:element name="eventtype" type="xs:string" />
<xs:element name="operation" type="xs:AnyURI" />

</efsoc:body>
</efsoc:eventtype >

</efsoc:efsoc>
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Example:

<event type="RegisterEv ent Monit or Event ">
<body>

<eventtype>chec kCreditE vent< /e ventt ype>
<operation>http :// www.pro nir .n l/ cre di tch eck. php</ opera tio n>

</body>
</event>
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Chapter 4

Access Con trol Service

4.1 Op eration Descriptions

4.1.1 requestAuthorization Op eration

requestAuthoriza tio n is an operation that is called to determine whether or
not a subject will be granted permission to sendor receive a certain event.

Header: requestAuthorizat io n(s tr in g subject, string eventtype,
enumeration action

Allowed actions are:

sender to check authorized sender

receiv er to check authorized receiver

The authorization decisionwill be returned to the caller through an
AuthorizationRes ponseEvent event. The caller is expected to have
registereda handler for this event type.

N OTE: de�ne authorizationresponsevent!

Use CaseDiagram:
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Handlesevents:

� RequestAuthoriz ati onEvent

4.1.2 newRoleT yp e Op eration

To register a new role type with the accesscontrol service.

Header:

newRoleType(stri ng roletype)

Role type namesare unique and can only be registeredonce.

Use CaseDiagram:

Handlesevents:

� NewRoleTypeEvent

4.1.3 newSub ject Op eration

Registersa new subject with the accesscontrol service.

Header:

newSubject(strin g username, string fullname)
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Each subject may only be registeredonce. Usernamesare unique.

Use CaseDiagram:

Handlesevents:

� NewSubjectEvent

4.1.4 newRoleAssignmen t Op eration

To associate a role type with a subject.

Header:

newRoleAssignment(s tr in g roletype, string username)

Subject may be assignedto multiple roles and a role may be assignedto
multiple subjects.

Use CaseDiagram:

Handlesevents:

� NewRoleAssignmentEvent

4.1.5 addAuthorizedEv entMonitor Op eration

To register an authorized event monitor.

20



Header:

addAuthorizedEve ntMonit or( st rin g eventtype, string roletype)

Each event type may be monitored by multiple role typesand each role type
may monitor multiple events.

Use CaseDiagram:

Handlesevents:

� AddAuthorizedEv ent Moni tor Event

4.1.6 addAuthorizedEv entGenerator Op eration

To register an authorized event generator.

Header:

addAuthorizedEve ntGener ato r( str in g eventtype, string roletype)

Each event type may be generatedby multiple role typesand each role type
may generatemultiple events.

Use CaseDiagram:

Handlesevents:

� AddAuthorizedEv entGeneratorEvent
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4.2 Event T yp es

4.2.1 NewRoleT yp eEvent

A NewRoleTypeEventis generatedwhen a new role type must be added to the
database. When the AccessControl Servicereceivesa NewRoleTypeEvent, it
will create a new role type in its database. When the role type already exists,
nothing will be done.

Generators:

� Any

De�nition:

<efsoc:eventtype name="NewRoleTypeEvent" >
<efsoc:body>

<xs:element name="roletype">
<xs:complexType>

<xs:attribute name="name"type="xs:string "/>
</xs:complexType >

</xs:element>
</efsoc:body>

</efsoc:eventtyp e>

Example:

<event type="newRoleTypeEvent">
<body>

<roletype>sales Repre senta tiv e</r ole ty pe>
</body>

</event>

4.2.2 NewSub jectEv ent

A NewSubjectEvent is generatedwhen a new subject be added to the
database.

Generators:

� Any
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De�nition:

<efsoc:eventtype name="NewSubjectEvent ">
<efsoc:body>

<xs:element name="username" type="xs:string" />
<xs:element name="fullname" type="xs:string" />

</efsoc:body>
</efsoc:eventtyp e>

Example:

<event type="newSubject Event ">
<body>

<username>kees</us er name>
<fullname>Kees Leune</fullname>

</body>
</event>

4.2.3 NewRoleAssignmen tEv ent

A NewRoleAssignmentEvent is generatedwhen a subject is assignedto a
roletype. Both the subject's id (element subject) as well as the roletype must
be prede�ned. When the AccessControl Servicereceivesa
NewRoleAssignmentEvent , it will create a new role assignment. If an
association betweensubject and roletype already existed, nothing will be done.

Generators:

� Any

De�nition:

<efsoc:eventtype name="NewRoleAssign ment Event ">
<efsoc:body>

<xs:element name="roletype" type="xs:string" />
<xs:element name="subject" type="xs:string" />

</efsoc:body>
</efsoc:eventtyp e>

Example:
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<event type="newRoleAssign mentEvent" >
<body>

<roletype>sales Repre senta tiv e</r ole ty pe>
<subject>1029</ subje ct>

</body>
</event>

4.2.4 RequestAuthorizationEv ent

RequestAuthoriza tio nEvent is generatedwhen the Event Servicereceivesor
sendsan event from or to a subject.

Generators:

� EventService

De�nition:

<efsoc:eventtype name="RequestAuthor iz at ion Event ">
<efsoc:body>

<xs:element name="eventtype" type="xs:string "/>
<xs:element name="subject" type="xs:string "/>
<xs:simpleType name="authorizati onact ion ">

<xs:restriction base="xs:string">
<xs:enumeration value="sender"/>
<xs:enumeration value="receiver" />

</xs:restriction >
</xs:simpleType >

</efsoc:body>
</efsoc:eventtyp e>

Example:

<event type="RequestAut hor iz ati onEvent ">
<body>

<subject>1029</ subje ct>
<eventtype>chec kCreditE vent< /e ventt ype>
<action>sender< /ac ti on>

</body>
</event>
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4.2.5 AddAuthorizedEv entMonitorEv ent

An AddAuthorizedEve ntMonito rEvent is generatedwhen a servicewants to
authorize roletypesto monitor certain events.

Generators:

� all

De�nition

<efsoc:eventtype name="AddAuthorizedEventMoni tor Event">
<efsoc:body>

<xs:element name="eventtype" type="xs:string "/>
<xs:element name="roletype" type="xs:string "/>

</efsoc:body>
</efsoc:eventtyp e>

Example:

<event type="AddAuthoriz edEventMonit orEvent" >
<body>

<eventtype>check Credi t</ eventty pe>
<roletype>credit ser vi cer ol e</ro le typ e>

</body>
</event>

4.2.6 AddAuthorizedEv entGeneratorEv ent

An AddAuthorizedEve ntMonito rEvent is generatedwhen a subject wants to
authorize roletypesto generatecertain events.

Generators:

� all

De�nition:

<efsoc:eventtype name="AddAuthorizedEvent Gener at orEvent" >

25



<efsoc:body>
<xs:element name="eventtype" type="xs:string" />
<xs:element name="roletype" type="xs:string" />

</efsoc:body>
</efsoc:eventtype >

Example:

<event type="AddAuthori zedEvent Generat or Event ">
<body>

<eventtype>chec kCredit< /e ventt ype>
<roletype>sales Repre senta tiv e</r ole ty pe>

</body>
</event>
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Chapter 5

Business Pro cess Service

5.1 Op eration Descriptions

5.1.1 addService Op eration

Description: addService registersa servicewith EFSOC. Before a servicecan
be assignedto a businessprocess,its interface must be known.

Header: addService(wsdl serviceDescript ion )

serviceDescripti on must be a full WSDL document, including bindings and
servicede�nition.

Use CaseDiagram:

Note that this represents the fact that a user sendsan event to the business
processserviceby calling the sendEvent method of the event service,which
will in turn determine whether the subject was authorized to sendthe event
and if the businessprocessserviceis allowed to receive it.
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HandlesEvents:

� NewServiceEvent

5.1.2 addBusinessPro cess

Description: addBusinessProc ess registersa businessprocesswith EFSOC.

Header: addBusinessProces s( processDescr ipt io n)

Use CaseDiagram:

HandlesEvents:

� NewBusinessProcessEvent

5.2 Event T yp es

5.2.1 NewService Event

A NewServiceEvent is generatedwhen a subject intro ducesa new serviceto
the framework.

Generators:

� Any

De�nition:

<efsoc:eventtype name="NewServiceEvent ">
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<efsoc:body>
<xs:element name="ServiceDescr ip tio n

type="wsdl:defin iti ons">
<xs:complexType>

<xs:attribute name="name"type="xs:string "/>
</xs:complexType >

</xs:element>
</efsoc:body>

</efsoc:eventtyp e>

Example:

<event type="NewService Event ">
<body>

<serviceDescript ion name="demoService">
<wsdl:interface name="demoInterf ace">
[ ... ]
</wsdl:interface>

<wsdl:binding name="demoHTTPbind in g"
interface="demoI nte rf ace">

[ ... ]
</wsdl:binding>

<wsdl:service name="demoService"
interface="demoI nte rf ace">

[ ... ]
</wsdl:service>

</serviceDescrip tio n>
</body>

</event>

5.2.2 NewBusinessPro cess Event

A NewBusinessProcessEvent is generatedwhen a subject intro ducesa new
businessprocessto the framework.

Generators:

� Any

De�nition:

<efsoc:eventtype name="NewBusinessProcessEvent">
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<efsoc:body>
<xs:element name="BusinessProcessDescrip ti on type="xs:string" >
</xs:element>

</efsoc:body>
</efsoc:eventtyp e>

Example:

<efsoc:event type="NewBusinessPro cessEvent" >
<efsoc:body>

<BusinessProces sDescrip ti on name="demoProcess">
businessProcess loanProcess (loanRequestEvent Type startevent)
{

property string risklevel;
property string loanResponse;
property boolean requestApproval;

/* do a risk assessement if the load is larger than 10000 */
sequence
{

if (startevent.reque st > 10000)
{

event riskAssessmentR equestEventT ype riskAssessmentRe questEvent;

riskAssessmentRe quest Event .s ubj ect = sender(starteven t) ;
riskAssessmentRe quest Event .a mount = startevent.reque st ;

send riskAssessmentRe quest Event ;

synchronize on risklevel;

if (risklevel == "high") loanResponse = "no";
}
requestApproval = "yes";

}
}

</BusinessProce ssDescri pt ion >
</efsoc:body>

</efsoc:event>
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App endix A

WSDL speci�cations

A.1 Event Service

<?xml version="1.0"?>
<!--

- eventservice.wsd l
- (C) 2003 Kees Leune <kees@uvt.nl>
- $Id: wsdl.tex,v 1.1 2003/08/20 12:19:15 kees Exp $
-->

<wsdl:definition s
xmlns:wsdl = "http://www.w3. org /2 003/0 6/ wsdl/ "
xmlns:http = "http://www.w3. org /2 003/0 6/ wsdl/ ht tp"
xmlns:xsd = "http://www.w3. org /2 001/XMLSchema">

<wsdl:types>
<xsd:import namespace="http: // www.pro nir .n l/ efs oc/ev entty pe.x sd" />

</wsdl:types>

<wsdl:message name="RegisterEventMonito rMsg" >
<wsdl:part name="eventtype" type="xsd:string "/>
<wsdl:part name="operation" type="xsd:string "/>

</wsdl:message>

<wsdl:message name="SendEventMsg">
<wsdl:part name="sender" type="xsd:string" />
<wsdl:part name="event" type="xsd:string "/ >

</wsdl:message>
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<wsdl:interface name="EventInter fa ce">
<wsdl:operation name="registerEv ent Monit or "

pattern="http:// www.w3.o rg /2 003/0 6/wsdl/i n- only" >
<wsdl:input message="registe rEventMoni to rMsg" />

</wsdl:operatio n>
<wsdl:operation name="sendEventOp"

pattern="http:// www.w3.o rg /2 003/0 6/wsdl/i n- only" >
<wsdl:input message="sendEventMsg"/>

</wsdl:operatio n>
</wsdl:interface>

</wsdl:definitio ns>

A.2 Access Con trol Service

<?xml version="1.0"?>
<wsdl:definition s

xmlns:wsdl = "http://www.w3. org /2 003/0 6/ wsdl"
xmlns:http = "http://www.w3. org /2 003/0 6/ wsdl/ ht ml"
xmlns:xs = "http://www.w3. org /2 001/XMLSchema"
xmlns:efsoc = "http://www.pro nir .n l/ efs oc/ac cesscontr ol. xsd">

<wsdl:types>
<ws:import namespace="http:/ /www.pr onir. nl /e fso c/ accesscont ro l.x sd">

</wsdl:types>

<wsdl:message name="AuthRequestI nMsg">
<wsdl:part name="event" type="efsoc:Requ estAuth or iza ti onEvent "/>

</wsdl:message>

<wsdl:message name="AuthResponseOutMsg" >
<wsdl:part name="event" type="efsoc:Auth or iz ati onResponseEvent"/ >

</wsdl:message>

<wsdl:message name="NewRoleTypeI nMsg">
<wsdl:part name="event" type="efsoc:NewR ol eTypeEvent "/ >

</wsdl:message>

<wsdl:message name="NewSubjectIn Msg">
<wsdl:part name="event" type="efsoc:NewS ubje ctEvent" />

</wsdl:message>
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<wsdl:message name="NewRoleAssig nmentIn Msg">
<wsdl:part name="event" type="efsoc:NewR ol eAssi gnmentEvent" />

</wsdl:message>

<wsdl:message name="AddAuthEvent MonI nMsg">
<wsdl:part name="event" type="AddAuthori zedEventMoni to rEvent" />

</wsdl:message>

<wsdl:message name="AddAuthEvent GenI nMsg">
<wsdl:part name="event" type="AddAuthori zedEventGenera tor Event"/ >

</wsdl:message>

<wsdl:interface name="accessContro lI nte rf ace">
<wsdl:operation name="requestAut hor iz ati on"

pattern="http:// www.w3.o rg /2 003/0 6/wsdl/i n- out">
<wsdl:input message="AuthRequestI nMsg" />
<wsdl:output message="AuthResponseOutMsg"/>

</wsdl:operatio n>

<wsdl:operation name="newRoleType"
pattern="http:// www.w3.o rg /2 003/0 6/wsdl/i n- only" >

<wsdl:input message="NewRoleTypeI nMsg" />
</wsdl:operatio n>

<wsdl:operation name="newSubject"
pattern="http:// www.w3.o rg /2 003/0 6/wsdl/i n- only" >

<wsdl:input message="NewSubject In Msg"/ >
</wsdl:operatio n>

<wsdl:operation name="newRoleAssign ment"
pattern="http:// www.w3.o rg /2 003/0 6/wsdl/i n- only" >

<wsdl:input message="NewRoleAssig nment In Msg"/ >
</wsdl:operatio n>

<wsdl:operation name="addAuthori zedEvent Moni tor "
pattern="http:// www.w3.o rg /2 003/0 6/wsdl/i n- only" >

<wsdl:input message="AddAuthEvent MonIn Msg"/ >
</wsdl:operatio n>

<wsdl:operation name="addAuthori zedEvent Generat or "
pattern="http:// www.w3.o rg /2 003/0 6/wsdl/i n- only" >

<wsdl:input message="AddAuthEvent GenIn Msg"/ >
</wsdl:operatio n>

</wsdl:interface>

</wsdl:definitio ns>
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App endix B

XML Schema de�nitions

B.1 Meta mo del de�nitions

<?xml version="1.0"?>

<xs:schema targetNamespace="http://www.pro nir.n l/ef soc/ efsoc .xsd "
xmlns:xs = "http://www.w3.org/2001/XML Schema">

<xs:element name="efsoc">
<xs:complexType>

<xs:sequence>
<xs:element name="eventtype" minoccurs="0" type="EventType"
maxoccurs="unbounded"/>
<xs:element name="event" minoccurs="0" type="Event"
maxoccurs="unbounded"/>

</xs:complexType>
</xs:element>

<xs:complexType name="EventType">
<xs:sequence>

<xs:element name="body" type="xs:schema"/>
</xs:sequence>
<xs:attribute name="name"type="xs:string/">

</xs:complexType>

<xs:compleType name="Event">
<!-- hoe voeg ik hier een instantie van de body toe? -->
<xs:attribute name="type" type="xs:string"/>

</xs:complexType>

</xs:schema>
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B.2 Event Service de�nitions

<?xml version="1.0"?>

<efsoc:efsoc
targetNamespace = "http://www.pronir.nl/efsoc/e vent servi ce.x sd"
xmlns:efsoc = "http://www.pronir.nl/efsoc/e fsoc .xsd"
xmlns:xs = "http://www.w3.org/2001/XMLSc hema">

<efsoc:eventtype name="RegisterEventMonitorEven t">
<efsoc:body>

<xs:element name="eventtype" type="xs:string"/>
<xs:element name="operation" type="xs:AnyURI"/>

</efsoc:body>
</efsoc:eventtype>

</efsoc:efsoc>

B.3 Access Con trol Service De�nitions

<?xml version="1.0"?>

<efsoc:efsoc
targetNamespace = "http://www.pronir.nl/efsoc/a ccesscont rol. xsd"
xmlns:efsoc = "http://www.pronir.nl/efsoc/e fsoc .xsd"
xmlns:xs = "http://www.w3.org/2001/XMLSc hema">

<efsoc:eventtype name="NewRoleTypeEvent">
<efsoc:body>

<xs:element name="roletype">
<xs:complexType>

<xs:attribute name="name"type="xs:string"/>
</xs:complexType>

</xs:element>
</efsoc:body>

</efsoc:eventtype>

<efsoc:eventtype name="NewSubjectEvent">
<efsoc:body>

<xs:element name="username" type="xs:string"/>
<xs:element name="fullname" type="xs:string"/>

</efsoc:body>
</efsoc:eventtype>

<efsoc:eventtype name="NewRoleAssignmentEvent">
<efsoc:body>

<xs:element name="roletype" type="xs:string"/>
<xs:element name="subject" type="xs:string"/>

</efsoc:body>
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</efsoc:eventtype>

<efsoc:eventtype name="RequestAuthorizationEven t">
<efsoc:body>

<xs:element name="eventtype" type="xs:string"/>
<xs:element name="subject" type="xs:string"/>
<xs:simpleType name="authorizationaction">

<xs:restriction base="xs:string">
<xs:enumeration value="sender"/>
<xs:enumeration value="receiver"/>

</xs:restriction>
</xs:simpleType>

</efsoc:body>
</efsoc:eventtype>

<efsoc:eventtype name="AddAuthorizedEventMonitorEvent">
<efsoc:body>

<xs:element name="eventtype" type="xs:string"/>
<xs:element name="roletype" type="xs:string"/>

</efsoc:body>
</efsoc:eventtype>

<efsoc:eventtype name="AddAuthorizedEventGeneratorE vent" >
<efsoc:body>

<xs:element name="eventtype" type="xs:string"/>
<xs:element name="roletype" type="xs:string"/>

</efsoc:body>
</efsoc:eventtype>

</efsoc:efsoc}

B.4 Business Pro cess Service De�nitions

<?xml version="1.0"?>

<efsoc:efsoc
targetNamespace = "http://www.pronir.nl/efsoc/a ccesscont rol. xsd"
xmlns:efsoc = "http://www.pronir.nl/efsoc/e fsoc .xsd"
xmlns:xs = "http://www.w3.org/2001/XMLSc hema">

<efsoc:eventtype name="NewServiceEvent">
<efsoc:body>

<xs:element name="ServiceDescription type="wsdl:definitions">
<xs:complexType>

<xs:attribute name="name"type="xs:string"/>
</xs:complexType>

</xs:element>
</efsoc:body>

</efsoc:eventtype>
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<efsoc:eventtype name="NewBusinessProcessEvent">
<efsoc:body>

<xs:element name="BusinessProcessDescri ptio n type="bpws:process">
<xs:complexType>

<xs:attribute name="name"type="xs:string"/>
</xs:complexType>

</xs:element>
</efsoc:body>

</efsoc:eventtype>

<efsoc:eventtype name="NewServiceAssignmentEvent">
<efsoc:body>

<xs:element name="businessprocess type="xs:string"/>
<xs:element name="service" type="xs:string"/>

</efsoc:body>
</efsoc:eventtype>

</efsoc:efsoc>
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App endix C

EBNF speci�cations

C.1 Business Pro cess De�nition

businessprocess :
"businessProcess" identifier arglist "{ businessprocessdefinition "}"

arglist:
"(" parameter ")"

parameter:
eventtype eventname

businessprocessdefinition:
propertydefinitions sequencedefinitions

propertydefinitions:
| propertydefinition propertydefinitions

propertydefinition:
"property" propertytype propertyname ";"

propertytype:
identifier

propertyname:
identifier

identifier: word

sequencedefinitions:
| sequencedefinition sequencedefinitions
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sequencedefinition:
"sequence" "{" sequenceelements "}"

sequenceelements:
| sequenceelement sequenceelements

sequenceelement:
eventdefinition

| propertydefinition
| statement

eventdefinitions:
| eventdefinition eventdefinitions

eventdefinition:
"event" eventtype eventname ";"

eventtype: identifier

eventname: identifier

statements:
| statement statements

statement:
| statementblock
| ifstatement
| synchronizestatement
| assignmentstatement
| sendstatement

statementblock:
"{" eventdefinitions statements "}"

ifstatement:
singleifstatement

| nestedifstatement

singleifstatement:
"if" "(" expression ")" statement

nestedifstatement:
"if" "(" expression ")" statement "else" statement

synchronizestatement:
"synchronize on" propertyname ";"

assignmentstatement:
propertyname "=" expression ";"

sendstatement:
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"send" eventname ";"

expression:
testingexpression

| functioncall
| propertyname
| literalexpression

functioncall: identifier "(" propertyname ")"

testingexpression: expression test expression

test:
MORETHAN

| LESSTHAN
| EQUIV
| MORETHANEQUIV
| LESSTHANEQUIV
| NOTEQUAL

literalexpression:
stringliteral

| numberliteral

stringliteral:
STRING

numberliteral:
INTEGER

| FLOAT
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App endix D

Screenshots

D.1 Business pro cess de�nitions

D.1.1 Pro cess speci�cation
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D.1.2 Role Assignmen t
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D.2 Service de�nition
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D.3 Event Permissions
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