
EFSOC: A Layered Framework for Developing Secure
Interactions betweenWeb-Servicesy

Willem-Jan van den Heuvel (wjheuvel@uvt.nl ), KeesLeune
(kees@uvt.nl ) and Mike P. Papazoglou (mikep@uvt.nl )
Infolab, Tilbur g University, The Netherlands

Abstract.
Enterprises are rapidly extending their relativ ely stable and internally-orien ted

businessprocessesand applications with loosely-coupledenterprise software services
in order to support highly dynamic, cross-organizational businessprocesses.These
servicesare no longer solely based on internal enterprise systems, but often imple-
mented, deployed and executed by diverse, external service providers. The abilit y
to dynamically con�gure cross-organizational businessprocesseswith a mixture of
internal and external services,imposesnew security requirements on existing security
models.

In this paper, we address the problem of de�ning and enforcing accesscontrol
rules for securing service invocations in the context of a businessprocess.For this
purp ose, we amortize existing role-based accesscontrol models that allow for dy-
namic delegation and retraction of authorizations. Authorizations are assignedon
an event-driv en basis, implementing a push-basedinteraction proto col betweenser-
vices. This novel security model is entitled the Event-driv en Framework for Service
Oriented Computing (EFSOC). In addition, this article presents an experimental
protot ype that is explored using a realistic casestudy.

Keyw ords: businessprocess,security, role basedaccesscontrol

1. In tro duction and Rationale

Service-Oriented Computing (SOC) is the prominent paradigm for de-
veloping and deploying distributed enterprise applications using mul-
tiple �ne-grained web-servicesthat may be o�ered and executed by
various providers.

This challenging way of building enterprise applications is e�ec-
tiv ely captured by an extensionto the initial model for serviceoriented
computing, and is called the extended Service Oriented Architecture
(SOA)[25]. SOA adds the capabilities for serviceaggregationand ser-
vice management to the architectural backbone of services-oriented
computing.

Principally , SOA relies on universally accepted web-service stan-
dards to provide broad interoperabilit y amongdi�eren t platforms, e.g.,
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SOAP (Simple Object AccessProtocol) [6], WSDL (Web ServiceDe-
scription Language) [7] and UDDI (Universal Description, Discovery
and Integration protocol) [29]. Additionally , SOA espousesthe principle
of loosecoupling to separatethe participants of distributed computing
interactions, allowing modi�cations the interface of one participant in
the exchange doesnot a�ect the other. The combination of these two
coreprinciples meansthat enterprisescan implement webserviceswith-
out having virtually any knowledgeof the consumersof those services,
and vice versa.

The nature of the context in which service-oriented computing thriv es
imposesunique security requirements. Large scale interconnection of
systemsand servicesprovided by several service providers, and run-
time composition and invocation of servicesrequire more 
exible secu-
rit y models than those that were introduced before.

To reducesecurity risks of interactions betweenweb-services,which
may be o�ered and deployed by diverse service providers, any secu-
rit y model must have strong security measuresfor ensuring that all
communication between service provider and consumer is adequately
safeguardedagainst unauthorized disclosure or manipulation. Hence,
con�dentialit y and integrity of messagecontents and messageprotocols
needs to be guaranteed. In addition to these basic security require-
ments, highly 
exible accesscontrol mechanismsareof vital importance
to ensurethat while a complex businessprocess
o ws from oneactivit y
to the next, only authorized actors can invoke supporting web-services.

The main contribution of this paper is a layered security framework
facilitating de�nition and enactment of authorized invocation of service
ports within the context of a particular businessprocessesaccording
to a set of security policy (access/control) rules, while building on
top of `lower-level', communication-level security standards as much
as possible.

The remainder of this paper is structured as follows. In section 2,
we rationalize the unique security requirements of the Service-Oriented
Architecture and we analyze emerging security standards. In section
3, we then examine conventional approaches to accesscontrol and we
identify strengths and weaknessesof those approaches in relation to a
servicesenvironment. In the next section, we introduce a casestudy,
which will be usedto illustrate the framework.

The framework itself is developed in two steps: �rstly , in section 5
the structure of the framework is outlined after which section6 explains
how the framework supports run-time execution of processes.Section
7 demonstratesa prototype implementation of the framework. Finally,
section 8 presents the conclusionsand points out somefuture research
directions.
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2. Securit y in the W eb-Services W orld

Web service operations are characterized by the classic client/serv er
model. This is a straightforward approach to distributed computing
that provides the advantage that clients are coupled to the servers
only via a contract mechanism. All providers must make their services
available by publishing their contract and advertising their service.
Sincethis contract is fully describedby using WSDL [7], developerscan
construct clients using the contract information. The result is a Service
Oriented Architecture (SOA) where all applications and servicesare
viewedequally asserviceendpoints, regardlessof their physical location
or the protocol used to invoke them. The driving assumption behind
service-oriented computing is that such a view lets developers treat
applications as a network of servicesthat can be chained together to
create complex businessprocessesmore e�ectiv ely and quickly.

Asynchronous message-basedinteractions are typical in an environ-
ment, like the SOA, wheremultiple highly distributed applications and
servicesneed to interact with each other, and which requires loosely
coupled interfaces. Asynchronous messagingallows each communica-
tion operation betweentwo processesto bea self-contained, stand-alone
unit of work. Each intermediary in a multi-pro cesscommunication can
have its own distinct conversation with its senderand its recipient. To
cater for this requirement, service-oriented computing de�nes an event-
drivencommunications-infrastructure that transforms the Internet into
an interactive network for making composite servicesand applications
customer-available.

Since web-servicesshould only grant accessto sanctioned clients,
security is a �rst order businessconsideration.A balancedapproach to
security is needed,taking into account not only security considerations
at the level of the infrastructure, but alsorequirements that follow from
businesspolicies and processes.

There are several unique security-related characteristics that need
to be addressedto develop securebusinessprocesseswith web-services,
including:

� Authorization capabilities are quickly emerging as a major secu-
rit y requirement for enterprises embarking on e-business.Clearly,
simply knowing the requestersaccessingservice ports is not suf-
�cien t. Additionally , mechanisms are neededto authorize speci�c
parties to accessweb-servicesin the context of a particular business
processes.

� With authorization models, accessto web-servicesis restricted to
authorized requestersand applications in much the sameway that
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Web sites restrict accessto authorized clients and applications.
Authorization is required to determine various levels of access
privileges of requestingserviceclients and applications.

� Authorization may require various levels of scope. Usually, au-
thorizations are associated to speci�c operations of a web-service.
However, there may be occasionswhen authorization for a web-
service(or businessprocess)asa whole is moreappropriate, for ex-
ample in caseof informational servicesproviding product catalogue
information.

� In addition to the above, authorizations may be de�ned for roles
played by subjects that are interacting in the courseof a business
process.In contrast with conventional models,authorizations may
be dynamically (re-)allocated to subjects signifying the fact that
they are allowed to produce or consumeparticular events. This
advanced model of accesscontrol is schematically presented in
�gure 1. This �gure depicts a businessprocesscomprising �v e
web-services.Its internal control 
o w is coordinated using business
events (the arrows in this �gure), which may be sent and received
by authorized roles (abstractions of subjects) only. In addition,
`meta-' events may be �red to modify security policies in business
processes,e.g., allocating or retracting authorizations.

2.1. SOA St and ards f or enf or cing Security f or
Service-driven Business Pr ocesses

The research that is developed herein builds on top of several existing
SOA standards, including BPEL, SAML and XAMCL.

The BusinessProcessExecution Language(BPEL) [2] is a platform-
agnostic,block-structured work
o w-like languagefor designingand run-
ning businessprocessesthat depend on a set of web services.BPEL
assumesthat all messageexchangetakesplace in a point-to-p oint fash-
ion. In other words, any businessrelation takes place betweenexactly
two parties. The relationship betweena serviceand a businessprocess
is described in terms of partner link types, which formalize the roles
that each partner may play in a conversation. This approach allows to
implement cross-businessinteractions as a large number of point-to-
point messageexchanges,without specifying a priori which role each
businesspartner plays. A comprehensive overview of the main service
composition languages,including a comparison,can be found in [26].

BPEL supports the exchange of messagesbetween businesspart-
ners, while treating security as an extension to the speci�cation us-
ing several complementary standard languages,e.g., WS-Security [4]
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Figure 1. Securing Interactions betweenWeb-Servicesvia Authorizations on Events.

and WS-SecureConversation [9]. Thesestandard languageshelp to se-
cure messageexchangesbetweenparties just above the transport level
(SSL), and are typically embeddedin SOAP messagesusing encryption
or signature headers.

SAML [11] entails another initiativ e that stems from the SOA do-
main. In contrast to WS-Security however, this languageis not de�ned
in conjunction with WSDL or BPEL. In a nutshell, SAML is a security
assertionmarkup languagewhich may beusedto safeguardmessageex-
changeby allowing trading partners to shareauthentication and autho-
rization information. SAML conveys assertionsthat may be validated
by authorities. In addition to a setof prede�ned assertions,SAML o�ers
a framework to de�ne custom assertiontypes.Similar to WS-Security,
SAML o�ers security at the level of messageexchange,neglectingbusi-
nesssemantics including the structure of businessprocesses,events and
roles.

XACML [14] hasbeendeveloped independently from the SOA, aim-
ing at the protection of enterprise data exchange. This standard has
been rati�ed by OASIS, and essentially comprises a common XML
security-policy language.This languagesenablesadministrators to spec-
ify accesscontrol rules to data and application resources.These rules
can be de�ned as simple or more complex rules, using constructs such
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asfunctions and data types.In addition, a decisionlanguageis provided
to deciderun-time whether or not accessto a particular systemresource
may be granted.

Assessment of the above security standards in the context of the
security requirements of SOA learns that they are mainly applied at
the level of (XML) messagesbeing exchangedbetweenpotentially au-
thorized parties, regardlessof rules and constraints that are de�ned in
businessprocesses,events and businessrules.Moreover, thesestandards
provide very little run-time support for querying and adapting security
assertions,e.g., for load balancing, pricing or trust reasons;a critical
requirement in SOA systems.

Unlike the above mentioned security standards, the EFSOC frame-
work considerssecurity considerationsrelated to event-driv en business
processes,while abstracting from network and messagelevel security
issues.The latter security issuesmay be addressedby combining EF-
SOC with security standards including such asWS-Security in order to
ensuremessageintegrity and con�dentialit y. In addition, the framework
o�ers a rich set of prede�ned queries to dynamically infer facts about
security related issues,e.g., to retrieve which subjects are actually au-
thorized to issuea particular event. These queries may be used as a
the basis for dynamically making decisionsabout not only granting
accessto data resources,but alsoadapting serviceprocessesin a secure
way. To our best knowledge,existing standardsare not capableof such
advancedinferencing capabilities.

3. Access Con trol Mo dels

Access control entails a crucial design element for constructing se-
cure businessapplications with web-services.Essentially , accesscontrol
refersto the processof ensuringthat resourcesare not usedin an unau-
thorized way. Accesscontrol may be applied in SOAs for protecting
against unauthorized invocations of operations of web-servicesin the
context of a particular businessprocess.Note however that accesscon-
trol as such doesnot addressissueslike messageintegrity and message
privacy and authentication of service provider or service consumers.
State-of-the-art security techniquesbasedon public-key infrastructures,
which are already in place and have been widely accepted, provide
adequatesafeguardsfor protecting the integrity and con�dentialit y of
messages.Although theseare important topics, they are not where the
focus of this research is.

Two basic principles underly accesscontrol:
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� The Least Privilege Principle . The least privilege principle states
that a user should only have the absolute minimum of privileges
to perform his job at that point in time [27]. Any additional priv-
ileges may be abused and can lead to circumvention of security
mechanisms that are in place. The least privilege principle thus
implies that the only interaction with servicesmay take place in
the context of an executing businessprocess.

� Separation of Duty. This principle aims at preventing potential
fraud by disseminating responsibilities for the execution of frag-
ments of a businessprocessamongseveral participants. Separation
of duty can be enforced both statically and dynamically. Static
separation of duties is an approach that aims at avoiding con
icts
that may introducesecurity risks if they areperformedby the same
subjects. Dynamic separationof duty may beenforcedfor avoiding
con
icts which are causedby the execution of con
icting tasks.
Similar to its static counterpart, four dimensionsof con
icts need
to becircumvented, viz. dynamically con
icting roles,dynamically
con
icting duties, dynamically con
icting usersand dynamically
con
icting tasks. The interested reader is referred to [5] for an in-
depth examination of structural and dynamic separation of duties
in the context of work
o w systems.

Over the past few years, a number of accesscontrol models were
developed including discretionary accesscontrol, mandatory accesscon-
trol, and role-basedaccesscontrol. We will review thesesecurity mod-
els brie
y and discusstheir relevance in the domain of SOAs in the
following.

3.1. Discretionar y Access Contr ol

The prevalent model for accesscontrol is the discretionary accesscon-
trol model (DAC). DAC is a means of restricting accessto objects
basedon the identit y of subjects and/or groups to which they belong
[10]. Despite the fact that DAC is widely adopted, it is a well known
fact that there exist several fundamental shortcomings which make it
lesssuitable for large-scaleusein dynamic, heterogeneousenvironments
[21]. Firstly , discretionary accesscontrol adopts the assumption that
the owner of an object controls accessto it. The application of DAC
in SOAs implies that the owner of a service (the service provider),
controls the accessto the services,cutting serviceclients out. Another
restriction of DAC that makes it lesssuitable for SOAs, is that it can
not deal with additional security requirements of clients.
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Secondly, the DAC approach regulates accessby an using access
control matrix. The accesscontrol matrix denotesa matrix in which
all subjects are cross-referencedand permissionsare de�ned for each
possible combination of (object-operation)-subject pairs. While this
may be a viable solution for small scalebusinessprocessesthat require
a limited number of web-services,it will quickly becomeimpractical
and too costly for more complex businessprocessesinvolving a large
number of services.

3.2. Mand ator y Access Contr ol

Mandatory AccessControl (MA C), also referred to as Multilev el Ac-
cessControl, originates from military applications and wasdesignedto
regulate the 
o w of information. In [24], MAC is de�ned as a means
of restricting accessto objects basedon a mapping between the sen-
sitivit y of the information that is contained in the objects, and, the
formal authorization of subjects to accessthis information. This secu-
rit y model forbids creators of information to manageaccessto them.
Instead, accessis controlled by a central security administrator who
designsa hierarchy of security levelsand administers the assignment of
security levelsbetweenobjects and subjects. If a subject is operating at
a security clearancewhich is at leastashigh asthe security classi�cation
of the object, accessis granted.

MAC is not particularly suited for usagein SOAs becauseit adopts
rather restrictiv e hierarchical security levels, which can be hardly al-
tered. Instead, a more 
exible approach is required that allows for
dynamic (re-)de�nition of security policies, e.g., at the level of service
operations. Moreover, the assumption that accessis granted and en-
forced by a central administration, is con
icting with the peer-to-peer
nature of SOAs.

3.3. Role-Based Access Contr ol

Role-basedaccesscontrol models ([12], [13], [28]) are a contemporary
control technique that introducean indirection layer betweenusersand
permissions,which logically separatesthe role that users play in an
organization or process,from the subjects. This is achieved by assigning
permissions to roles, and, roles to subjects. Permissionsare used to
specify the capability of subjects to perform a particular operation, e.g.,
specifying an incident report or assessingincidents. In the RBAC ap-
proach, rolesare typically organizedin role hierarchies and constraints
can be de�ned betweenroles.

An implicit assumptionof the role-basedapproach is that the combi-
nation betweenroles and permissionsremains relatively stable in time
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[5]. However, the highly volatile environment in which web-servicescol-
laborate for implementing businessprocesses,requiresan environment
in which roles and permissionsare decoupled to cater for changesin
the allocation of permissionsto roles.By decouplingroles from permis-
sions,the principle of of least privilege can be enforcedmore e�ectiv ely,
enabling a near real-time, active security implementation.

Another obstacle for applying RBAC in SOAs is that, similar to
MAC, RBAC prescribesthat the security administration takesplacein
a single, centralized, location. At the same time, this security model
assumesthat accesscontrol rules are typically evaluated by a cen-
tral security agency, which introduces additional limitations on their

exibilit y.

In summary, existing accesscontrol modelssu�er from seriousshort-
comings may severely hinder their applicabilit y to the SOA domain,
including the need for a central authorit y that is responsible for al-
locating authorizations, hierarchical (instead of networked) security
models, and �xed permission-to-roleassignments. The EFSOC frame-
work that is introduced later in this article, tries to dissolve these
problems allowing for dynamic (re-)de�nition and deduction of autho-
rizations on a peer-to-peer basis. Before outlining this framework, we
wish to introduce a running example, to demonstrate the workings of
EFSOC.

4. A Case Study: Incidence Resp onse Pro cesses

Incidenceresponseprocessesare critical for managing security threats
to enterprise applications and repository systemsin organizations.Whilst
the number of threats has taken a giant leap, largely causedby an
explosive number of viruses attacking computer systemsover the In-
ternet, national and international laws are emergingto regulate privacy
and integration of (shared) information. Consequently, theseprocesses
need to be constantly monitored and adapted, possibly replacing or
recon�guring its servicesor security rules.

In order to prevent and respond to computer security incidents
in a coordinated manner, while respecting and possibly anticipating
new regulations and (inter)national laws, Tilburg University's (UvT)
management team has devised a new cross-departmental team of se-
curit y experts. This Computer Emergency Response Team is named
UvT-CERT. To perform its tasks, the team has direct accessto a
large collection of information sourcesand has far-reaching authorit y
to intervenein daily management of computer systemsand networks.
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Web-servicesand processeswere developed for the UvT-CERT for
assistingthe team in incident reporting, incident analysisand incident
responses.Figure 2 depicts the processthat was devised for handling
security threats. It is capable of dealing with threats in two com-
plementary manners: pro-actively and reactively. Pro-active incident
management receives input from the threat gathering activit y (seetop
left in �gure 2), whereas reactive management extracts information
from reports that were �led by internal users (see top right in �gure
2).

The security basic incident handling processincludes the following
activities:

� Gathering Critic al Information . The security watcher monitors in-
formation bulletins that are regularly issuedby largevendorsor by
other international security organizations.In addition to bulletins,
a number of sensorsdeployed around various areasof the network
may trigger information to be sent to the control application,
including web logs and intrusion detection systemalerts.

� Recording Incident Reports. Incident reports may be �led by help
desks,basedon an incoming request from a customer via various
means,including email, fax or telephone.Information that should
be captured includes the date and time of report, activit y and dis-
covery, systemsa�ected, description of the problem and assigned
sta�.

� Triage. Using information distilled from the previous two pro-
cesses,the security analyst assessesand evaluates the current sit-
uation in order to prioritize the incident and associate a threat
level.

� Coordinating Responses. Depending on the priorit y and type of
the incident, standard precautionsmay be taken. Specializedplat-
form or system administrators are typically contacted during this
activit y, depending on the impact of the incident and given the
required expertise to resolve the problem. Finally, mitigation or
response strategies are to be developed under suspicion of the
incident handler.

� Incident Recovery. During this activit y, the mitigation or response
strategy that was developed during the previous activit y, is op-
erationalized. Three basic types of strategies are considered:Re-
questInformation , Disconnect User and Publish Bul letin. The �rst
strategy involves gathering more information about the incident,
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Figure 2. Basic Incident Handling Process.

possibly including forensicdata gathering. Secondly, usersmay be
disconnectedfrom the network during which application or data
may be restored at the a�ected site. In extreme cases,machines
may be con�scated of physically isolated from the network. Lastly,
incident handlers may pro-actively publish urgent security related
newson internal messageboards.

Each of the above activities is performed by a particular role, re-
quiring one or more web-services.For example, the Security Analyst
role is supported by a Triage web-service,that helps to create an com-
prehensive overview of the status of all university systemsafter a virus
alert. Likewise,other roles are leveragedby one or more web-services.

The incidenceresponseprocessis volatile in nature: subjects in the
team, web-servicesusedin the process,and processitself are constantly
prone to minor modi�cations and more radical redesigns.For example,
roles may be reallocated to new subjects, and new authorizations may
be assignedto an existing or new role.

5. The EFSOC Framew ork

The Event-driv en Framework for ServiceOriented Computing, in short
EFSOC, comprisesa layered framework to develop businessprocesses
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with web-services.This framework takes into account authorizations
and roles that web-servicesmay play during the courseof a business
process.

In this section, we will �rst explain a meta-model, which formally
de�nes the layers and their constituents. The layers of this model will
beconsecutively elaborated, illustrated and exploredusing the incident
responsecasestudy.

5.1. The Underpinnings of the EFSOC Framew ork

The architectural layers in the EFSOC framework allow a logical sep-
aration of concerns.Separation of concernsreducescomplexity by al-
lowing each layer to de�ne a particular aspect of the businessprocess,
e.g., one layer de�nes its activities whereasanother layer de�nes ac-
cess/control rules. In EFSOC, logical separation of concernsseparates
events from accessright capabilities that constrain the usageof events
by subjects. In addition, the EFSOC framework isolatesthe de�nition
and enactment of servicesand processesfrom associated (typed) events.
This facilitates not only speci�cation and executionof events, processes
and services, but also that of inferencing rules to enable run-time
decision making processesrevolving around new or adapted security
policies.

Accordingly, the EFSOC framework encompassesthree layers, each
of which addressesspeci�c businessconcerns. Figure 3 illustrates a
UML metamodel of each layer, its key constituents and their interrela-
tionships.

The Event Layer (see top left in this �gure) provides constructs
for de�ning events, and correlating events (such as an incoming alert)
with basic event operation types, including send, reply, publish and
subscribe.

The Security Layer builds on the event layer to enable a dynamic
accesscontrol mechanism which can be used to constrain the abilit y
of subjects to sendor receive events. This layer is populated by three
key building blocks: subjects, roles and accesscontrol rules. Subjects
refer to actors who are skilled in performing a speci�c capability, e.g.,
evaluating an incoming security alerts. While participating in a business
process,a subject can engageone or more roles. Each role refers to
authorizations to invoke or executespeci�c serviceoperations. Autho-
rizations (permissions) are encapsulatedin accesscontrol rules, that
may in fact be reusedacrossvarious businessprocesses.

Finally, the Business Process Layer provides support for weaving
web-servicesinto businessprocesses.In its most basic form, it con-
stitutes two components: businessprocessesand services. A service
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Figure 3. Meta-model of EFSOC.

de�nes operations that may be invoked by the process to which it
is associated. Servicesencompassone or more service operations; for
reasonsof readability we have not included serviceoperations in Figure
3.

As depicted in �gure 3, services(and service operations) are not
directly linked to a businessprocess.This indirect relationship is ex-
pressedby the stereotype <<derived>> on the association between
serviceand businessprocess.This indirect relationship may be derived
by associating businessprocesseswith event operations, event opera-
tions with events, events with subjects, and lastly, subjects with service
operations in order to assure
exibilit y at the level of the accesscontrol
rules. As we will demonstrate in section 6.2, this relationship may be
determined in a straightforward manner by querying the metamodel.

In the remainder of this section, we will provide a more detailed
description of the constructs of this metamodel.

5.2. The Event Layer

Events play a pivotal role in the EFSOC framework as they serve as
the main fabric to which authorizations are dynamically assignedand
checked. Events canbeperceived asoccurrencesthat happenover time,
independently from each other. An event thus constitutes a \happ en-
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ing" that causes,or is causedby, an `impact' on a businessprocess
[22]. As such, an event doesnot have a form or a shape. The `footprin t'
of events may carry information, e.g., an incident report event can be
parameterizedwith a date, time, request type, client.

In line with the �ndings in [20], we distinguish three aspects of
an event. The �rst aspect constitutes the form of an event. An event
is typically associated with data structure which describesinformation
about the context in which the event occurred. The secondaspect is the
signi�c ance of an event. An event signi�es an activit y in the real world
that has someminor or more profound implication or consequence.In
EFSOC, this is materialized by assigning types to events. The third
aspect of an event is its relativity, which represents the relationship
in time or causality of one event to the other. In EFSOC, this is
represented by the fact that an event is annotated with an ordered
list of historic events.

In service-driven processes,events are typically materialized asmes-
sagesthat are produced or consumedby web services.Messagesen-
compasstwo main elements: an envelope and a body. The envelope
contains meta-information for routing the message(event) and eval-
uating authentication rules. The relativit y and the signi�cance of an
event are expressedin the envelope by de�ning corresponding message
headers.The type of the event is modelled by the event body, which
incorporates a data structure representing the context in which the
event was generated.

Traditional point-to-p oint connectionsbetweenweb-servicesare no
longer the preferred method of communicating events, as it incurs an
exponential increasein complexity when new web-servicesare added
to a businessprocess.Therefore, the EFSOC framework assumesthat
interactions betweenweb-servicesare not limited to point-to-p oint in-
teractions, allowing one-to-many, many-to-one and many-to-many con-
nections, possibly in an a-synchronous mode.

These types of communication may be implemented according to
the publish/subscribeprotocol. The publish/subscribeprotocol placesa
broker betweensendingand receivingservicesto managesubscriptions,
and additionally to take care of routing and transformation of events.
By doing so, this model gracefully allows asynchronouscommunication
between sending and receiving serviceswithout specifying the recipi-
ents, making it a perfect candidate for developing 
exible service-driven
processes.

EFSOC distinguishesfour basic\meta-"op erationson events, named
eventoperation typesin �gure 3, in order to realizethe publish/subscribe
protocol. The following four elementary event typesare discerned:pub-
lish, subscribe, send, and, receive. The publish event operation type
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<efsoc:eventoperationty pe id="eot1">
<efsoc:name>publish</efs oc:n ame>

</efsoc:eventoperationt ype>

<efsoc:eventoperationty pe id="eot2">
<efsoc:name>subscribe</e fsoc :name>

</efsoc:eventoperationt ype>

<efsoc:eventoperationty pe id="eot3">
<efsoc:name>send</efsoc: name>

</efsoc:eventoperationt ype>

<efsoc:eventoperationty pe id="eot4">
<efsoc:name>receive</efs oc:n ame>

</efsoc:eventoperationt ype>

Figure 4. EDL speci�cation de�ning the basic event operations in EFSOC

may be used to advertise servicesto a security service.Subjects may
subscribe to published services using the subscribe event operation
type. Oncesubscribed, clients will automatically receive messagesthat
were sent by the publisher through the security service. The security
serviceentails a speci�c category of middleware for facilitating secure
interactions between serviceswithin the context of EFSOC. We will
describe more details of this infrastructure servicein section 7.

5.2.1. The Running Example: Events, Event Operations and Event
Operation Types

To facilitate the speci�cation of model elements and queries,a declara-
tiv e XML syntax called EDL (EFSOC De�nition Language),has been
speci�ed using the XML Schema notation [15].

Figure 4 shows an EDL excerpt that represents the de�nition of the
four elementary events operation typesin EFSOC. The completeXML
schema de�nition of EDL is available in appendix A.

We now exemplify the de�nition of events according to the pub-
lish/subscribe protocol in EDL (see�gure 5). For this purpose,we will
focus on the Disconnect User activit y in the basic incident handling
process(seesection-4). This activit y is executedby the Network Op-
erations Center in urgent situations, e.g., in casethe security analyst
hasdiagnosedthe systemand found a Trojan horsevirus. The activit y
commencesafter receipt of a Block event, conveying the ip address
that needsto be blocked, and the start date and end date of closing
o� the Internet address.In addition to this information, the Block event
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<!-- block event -->

<efsoc:eventbody id="eb1">
<xsd:element type="xsd:string" name="ip_address"/>
<xsd:element type="xsd:date" name="start_date"/>
<xsd:element type="xsd:date" name="end_date"/>
<xsd:element type="xsd:string" name="incident_id"/>

</efsoc:eventbody>

<!-- publish block event -->

<efsoc:eventoperation id="eo1">
<efsoc:eventid>eb1</efsoc: eventid >
<efsoc:eventoperationtype> eot1 </e fsoc :eve nto peration typ e>

</efsoc:eventoperation>

<!-- subscribe block event -->

<efsoc:eventoperation id="eo2">
<efsoc:eventid>eb1</efsoc: eventid >
<efsoc:eventoperationtype> eot2 </e fsoc :eve nto peration typ e>

</efsoc:eventoperation>

Figure 5. An EDL representation of a Blocking Event

also transports the incident id that was allocated to a particular
incident by the security analyst.

Figure 5 basically consistsof three parts. Firstly , the event body of
the event type Block is speci�ed. This event body is named eb1 and
encapsulatesfour typed elements according to the above scenario.The
event envelope is omitted from the XML description for purposesof
brevity. Next, the Block event is publish ed to the security service,
after which one or more subjects may subscribe to this event type.

5.3. The Security Layer

SOA perceives businessprocessesas collections of web-servicesthat
collectively implement a businessobjective [25]. A businessprocess
thus reveals how individual operations of web-servicesare imported
and linked to another. Such service invocations take place in a highly
dynamic and rapidly changing environment, in which servicerequesters
and providers are unknown to each other and (new) servicesmay be
included, updated or replacedin an ad-hoc manner.
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Unlike conventional web-servicestandards, EFSOC does not pri-
marily address the messagetransport layer, e.g., ensuring message
con�dentialit y and integrity, but aims at ensuring that authorizations
to invoke web-servicesmay be determined dynamically, depending on
the state of a businessprocess(see section 3). For example, in case
the basic incident handling processtakes place in the Triage state,
the Network Operations Center may not (yet) be allowed to invoke a
serviceto Disconnect a User.

The security layer expressesaccesscontrol rules that exactly pre-
scribe the conditions under which subjects may send or receive mes-
sages,for invoking or executing a service. This layer serves as the
foundation to dynamically infer whether or not subjects are allowed
to send,receive, publish or subscribe to speci�c events.

The security model of the EFSOC framework assumesthat subjects
are assignedto roles. In contrast to RBAC, however, roles are not
hardwired with a set of authorizations to perform functions. Instead,
EFSOC introducesan additional mapping betweenauthorizations (per-
missions) and roles. In this way, roles may be dynamically rede�ned
and reassignedto meet new or changed security requirements, e.g.,
authorizations canbedynamically delegatedor retracted. Hence,whilst
classicRBAC models de�ne < subject;(r ole � author ization ) > tu-
ples, the EFSOC framework adopts < subject;r ole;author izations >
triples.

This additional level of indirection betweenpermissionsand subjects
who wish to perform a certain operation, is leveragedby the introduc-
tion of events and authorization rules. It is motivated by the assumption
that rolesand role-permissionassignments are not stable in SOAs, but
constantly in 
ux.

One of the biggest challengesof implementing security in a service-
oriented environment is the fact that servicesare typically not only
identi�ed and combined, but also replacedin an unplanned, and possi-
bly ad-hoc manner. Consequently, it may not be possibleto predict in
advancewhich serviceproviders are active in the context of a particular
processinstance, nor which authorizations they should have.

EFSOC addressesthe potential unawarenessabout providers of ser-
vices by introducing three levels of authentication. Subjects may be
unauthenticated, which implies that they are completely unknown.
Unauthenticated subjects are typically restricted to accessingpublicly
available information. When a subject o�ers some form of valid and
correct credentials to the EFSOC framework, the subject is considered
to be partially authenticated. Finally, when a partial ly authenticated
users activate one or more roles, he is consideredto be ful ly autho-
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rized. Depending on the level of authorization, subjects can be granted
di�eren t permissions.

5.3.1. The Running Example: De�ning Roles, Subjects and Access
Control rules

The running example identi�es the following �v e roles: Security
Watcher, Security Analyst , Helpdesk, Incident Handler , and,
Network Operations Center (NOC). In addition, the basic incident
handling process in the running example is sta�ed by the follow-
ing two subjects: John and Jane. As highlighted in the above, the
EFSOC framework allows us to allocate one or more roles to each
subject. We have de�ned several roles, subjects and role assignments
in �gure 6. For example, the �rst <roleasssignment> expressesthat
John participates in the NOCRole, and the secondthat Jane plays the
IncidentHandlerRole .

Next, we specify an accesscontrol policy capturing two accesscon-
trol rules.Firstly , the accesscontrol rule acr1 in �gure 7 allow sthe role
r2 (assignedto Jane) to invoke the event operation eo3 (hence,to issue
a Block message).The secondaccesscontrol rule (acr2 ) articulates
that role r1 (played by John) is permitted to receive the Block message.

5.4. The Business Pr ocess Layer

Businessprocessesinvolve long-running interactions between trading
partners to receive, invoke and reply to businessactivities. As alluded
to before,EFSOC perceivesbusinessprocessesasevent-driv en entities.
Hence, businessprocessesare not interpreted as logical sequencesof
businessactivities, but as an ordered set of EventOperation s. In the
EFSOC framework, businessprocessesare leveragedby a collection of
subjects that are generating and consuming a logically ordered set of
events, using event operations. As such, businessprocessesprovide the
desired 
o w of event operations, while accesscontrol rules limit the
abilit y to executethem.

5.4.1. The Running Example: Specifying the Disconnect User
Process

The EFSOC framework is agnostic with regard to businessprocess
speci�cation languages,such as BPEL or WSCI [3]. Actually , any of
them may be applied to specify processesas long asthey are capableof
wiring events into processlayouts. For reasonsof simplicit y, we herein
abstract from speci�c internal details of the Disconnect User process
(see the EDL excerpt in �gure 8). We simply treat this processas
a labelled collection, bp1, embracing two event operations: eo3 for
sendinga block event, and, e04 for receiving a block event.
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<efsoc:role id="r1">
<efsoc:>NOCRole</efsoc:rol ename>

</efsoc:role>

<efsoc:role id="r2">
<efsoc:rolename>IncidentHa ndle rRole</ efso c:r olen ame>

</efsoc:role>

<efsoc:subject id="s1">
<efsoc:subjectname>john</e fsoc :su bjec tname>

</efsoc:subject>

<efsoc:subject id="s2">
<efsoc:subjectname>jane</e fsoc :su bjec tname>

</efsoc:subject>

<efsoc:roleassignment id="ra1">
<efsoc:subjectid>s1</efsoc :sub jec tid>
<efsoc:roleid>r1</efsoc:ro leid >

</efsoc:roleassignment>

<efsoc:roleassignment id="ra2">
<efsoc:subjectid>s2</efsoc :sub jec tid>
<efsoc:roleid>r2</efsoc:ro leid >

</efsoc:roleassignment>

Figure 6. EDL de�nitions of roles, subjects and role assignments.

6. Dynamic behavior of the EFSOC framew ork

In section 5, the three layers in which the static components of the
EFSOC framework arede�ned wereintroduced.Theselayer serveasthe
fundament on top of which securebusinessprocessesmay be executed.

In this section we will reveal the runtime, dynamic behavior to
the framework. Section 6.1 introduces a service taxonomy in which
a distinction is made between infrastructure servicesand operational
services.Infrastructure servicesare serviceswhich implement the struc-
tural elements of the EFSOC model. Operational servicesare services
implement business-driven functionalit y, depending on the infrastruc-
tures servicesfor safeguarding secure (allowed) communications and
interactions. In section 6.2, we then outline the way in which the spec-
i�cations in the EFSOC framework may be queried to facilitate run-
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<!-- allow CSIRTRole to send block event -->

<efsoc:accesscontrolrul e id="acr1">
<efsoc:permissionid>allow< /efs oc: permissi oni d>
<efsoc:eventoperationid>eo 3</e fso c:ev ento peratio n>
<efsoc:roleid>r2</efsoc:ro leid >

</efsoc:accesscontrolru le>

<!-- allow NOCRoleto receive block event -->

<efsoc:accesscontrolrul e id="acr2">
<efsoc:permissionid>allow< /efs oc: permissi oni d>
<efsoc:eventoperationid>eo 4</e fso c:ev ento peratio n>
<efsoc:roleid>r1</efsoc:ro leid >

</efsoc:accesscontrolru le>

<!-- access control policy for block event -->

<efsoc:accesscontrolpol icy >
<efsoc:eventid>eb1</efsoc: eventid >
<efsoc:accesscontrolruleid >acr1</ efso c:ac cesscontrol rul eid>
<efsoc:accesscontrolruleid >acr2</ efso c:ac cesscontrol rul eid>

</efsoc:accesscontrolpo lic y>

Figure 7. EDL de�nitions of AccessControl Rules.

<!-- business process -->

<efsoc:businessprocess id="bp1">
<efsoc:eventoperationid>eo 3</e fso c:ev ento peratio nid>
<efosc:eventoperationid>eo 4</e fso c:ev ento peratio nid>

</efsoc:businessprocess >

Figure 8. EDL de�nition of the Disconnect User Process.

time execution of businessprocesses,possibly dispersedover multiple,
distributed locations.

6.1. The EFSOC Service Tax onomy

Figure 9 introducesa servicestaxonomy on the level of the framework.
In [19], two separatecategoriesof servicesare distinguished:
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Figure 9. The EFSOC service taxonomy

� Infr astructure services enact the structural constituents of the EF-
SOC framework. Three separate types of infrastructure services
are identi�ed: a security service, an event service and a business
process service. The security service, provides facilities for speci-
fying accesscontrol policies, accesscontrol rules and permissions
and provides the runtime enforcement of these rules. The event
serviceallows management of subjects, roles and role assignments
and provides all event-relay facilities, such as store-and-forward
of events, and event queuing. Finally, the businessprocessservice
acts as a enactment engine and monitor ensuring that business
processes
o w through serviceinvocations in a controlled fashion.

As mentioned earlier in this paper, EFSOC is policy-neutral, which
means that the framework does not impose a way of working.
Instead, the EFSOC framework can be extended and con�gured
to �t in many di�eren t organizational structures.

� Operational services provide the businessimplementations of ser-
vice, and run on top of infrastructure services.Operational services
are typically de�ned whenbusinessprocessesneedthem to provide
certain functionalit y. The operational serviceswhich exists in the
scope of the running examplewill bediscussedlater in this section.

Each of the three infrastructure serviceshas been implemented as
a SOAP-driv en web service. Combined with a common programming
interface, theseweb servicesprovide the basic infrastructure for imple-
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menting solutions according to the EFSOC framework. WSDL de�ni-
tions of the serviceinterfacesmay be found in [18].

6.2. Quer ying the framew ork

Oncebusinessprocessesand authorization rules are generated,queries
may be constructed or reused to dynamically deduceinformation re-
garding the authorization of subjects to send, receive, publish or sub-
scribe (to) particular events. These queries can be conceptualizedby
traversingthe association betweenEFSOC typesin the metamodel (see
�gure 3).

We have usedFirst order predicate logic to infer new facts from the
meta-model. We will demonstrate the overall working of authorization-
based queries borrowing some de�nitions from the running example.
Let us assumethat the objective is to de�ne a query which determines
which accesscontrol rules apply to a given subject. To achieve this, the
following logical propositions are de�ned accordingto the coreEFSOC
constructs:

� subject(r a, s), denotes that s is the subject in a role assignment
r a:

� role(r a, r ) designatesthat r is the role in role assignment r a;

� rule(r u, r ) indicates that r is a role which is referencedfrom access
control rule r u.

After the logical assertionshave beenpostulated, logical inferencing
rules can be de�ned \querying" these assertions and returning ac-
cess/control rules that are assignedto a particular subject. This query
may be formulated as follows:

8r u; s subject(s) ^ accesscontrolrule(r u) ^
(9r; r a roleassignment(r a) ^ role(r ) ^ subject(r a; s) ^
role(r a; r ) ^ rule(r u; r ) )
=) r ulesApplyingToSubject(r u; s)

The rule �rst determineswhich rolessubject s is allowed to play by
checking which role assignments are known for this subject. Thereafter,
roles may be mapped to subjects. In the next step, it is inferred which
accesscontrol rules are connectedto these roles. Once, the mappings
betweenrulesand roleshavebeenestablished,it canbeeasilyconcluded
which control rules are attached to a particular subject.

In addition to this rather basicrule, a number of more sophisticated
logical inferencing rules have beendeveloped. Theseinclude queriesto
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determinewhich servicesplay a role in a particular businessprocessand
querieswhich are usedfor accesscontrol purposes.Oncenew instances
areaddeddynamically, or when changesto existing instancesare made,
the queriescan be reusedto (re-)check whether the security rules are
satis�ed by the entities populating the EFSOC framework.

The logical query language has been wrapped in XML using the
XML Common Logic format (XCL) [1], and included in the EDL
language. XCL is a XML markup language designed as a concrete
(serialization) syntax for Common Logic [8] that is a �rst-order logical
language.The structure of a query in EDL is formalized using XML
Schema in appendix A. The EDL counterpart of the above query is
verboseand space-consuming,so we have included it in appendix B.

Just like its predicate logic counterpart, the EDL query is designed
to retrieve all accesscontrol rules that are associated with a particular
subject, with name subjname. This query incorporates a unique iden-
ti�er (rulesApplyingToSubjectQuer y) and allows zeroor more typed
input parameters (here thus the name of the subject), followed by a
formal rule which de�nes the actual query.

7. A Protot ypical Toolset for Supp orting EFSOC

The EFSOC framework, including its supporting EDL language,was
partially validated using an experimental prototype. The main archi-
tecture of the experimental prototype is shown in �gure 10. As can be
seenin this �gure, the core of the prototype implementation consti-
tutes three web-servicesmaking up the security infrastructure service,
the businessprocessinfrastructure serviceand the event infrastructure
service. These servicescollectively implement the EFSOC framework
on top of which other applications (e.g., an application supporting the
basic incident handling process)may be developed.

The web-servicesare implemented in Java and may be either de-
ployed on a Apache Tomcat server, or on a Java application which
acts as a GUI for de�ning new roles, subjects and role assignments.
The WSDL de�nitions of theseserviceswerepublished in [17]. Subject
credentials and descriptive information are stored in a central directory
which can be queried via the Lightweight Directory AccessProtocol
(LDAP) [30]. Finally, we developed a rule repository, which is stored
in the �lesystem of the server.

Due to its meta-modeling and inferring capabilities,
We have usedConceptBase[16] as the platform of choice to model

the coreelements of the EFSOC framework and to act asa data repos-
itory for events and role assignment. This decisionwasprimiraly based
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Figure 10. Architecture of the Experimental Protot ype.

on the advanced meta-modeling and inferencing capabilities of this
deductive database repository system. The underlying representation
language of ConceptBaseis O-Telos. O-Telos is an extension of the
Telos language, that was designed at the beginning of the 90s [23]
for supporting software development during all phasesof the lifecycle,
from analysisdown to implementation and maintenance.Telosis a for-
mal knowledgerepresentation language,capableof storing (temporal)
facts, e.g. about analysis models, and deductively inferring new facts.
This languageis basedon �rst order logic and has a frame syntax to
represent and query classesand objects.

The EFSOC meta-model of �gure 3 was transformed into O-Telos
speci�cations. The O-Telosspeci�cations that result from this process
are meta-classes.Thesemeta-classesmay be instantiated to de�ne spe-
ci�c businessprocesses.E.g., the classBusinessProcess may �rst be
de�ned in Telos as a meta-class, after which it can be instantiated
to re
ect the businessprocessinstance Disconnect User of the case
study.

In order to infer validit y of accesscontrol rules, the content of a
ConceptBaserepository is subject to queries. The query language is
basedon deductive rules. In the frame syntax, queriestake the following
form:
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QueryClass <query-name> isA <class>
retrieved_attribute
<attr-name> : <Class>
...

parameter
<param-name>: <Class>
...

constraint
<con-name>: <membership-condition>

end

Interpretations of a query are all instancesof the super class(isA )
that ful�ll the membership condition. The system will include the re-
trieved attributes in the answer. If parameters are speci�ed, the user
cancall a query with valuesfor the parameters.Parametersmay appear
in the membership condition, which is a logical formula in its own right.

7.1. Appl ying the EFSOC pr ototype on the Case Stud y

We have used the experimental prototype of the EFSOC framework
to facilitate the operational servicesof the incident handling process.
These operational servicesrely on the EFSOC meta-model that was
developed in ConceptBase.ConceptBaseprovesparticularly useful for
executing queries for the rule engine. Before querying the repository,
however, we �rstly needto populate it with instancesthat werederived
from the casestudy. Below, we have included an exampleof an instan-
tiation of a Telosclass.The frame represents an instance of an access
control rule acr1 which approvesthat a subject who plays the incident
handler role, to executeevent operation 3 (send block network address
request, seesection 5.3.1).

AccessControlRule acr1 with
role

r: IncidentHandlerRole
permission

p: allow
eventoperation

o: eo3
end

After the EFSOC framework hasbeenpopulated with the remaining
O-Telosframes,representing other constructs such asbusinessprocess,
roles and role assignments, authorization rules may be formulated.
These rules can be derived without any loss of semantics from the
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Figure 11. Role Assignment GUI

inferencing rules in �rst-order predicate logic that were explained in
section 6.2. We will now give an exampleof a (deductive) Telosquery.

GenericQueryClass RulesApplyingToSubject isA AccessControlRole
with
parameter

subjectname: string
constraint

c: $ exists s/Subject ra/RoleAssignment r/Role
(s name~subjectname) and
(ra subject s) and
(ra role r) and
(~this role r)

$
end

The above query is de�ned asa subclassof the AccessControlRole
class,which signi�es that the query returns accesscontrol rules. The
constraint that is captured by the parameter c, is semantically equiv-
alent to its logical counterpart that was given in �gure 6.2. Similarly,
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Figure 12. EFSOC infrastructure servicesin the running example

this query \
o ws" from one Telos class to the next according to the
associations that were laid in the EFSOC metamodel (See �gure 3):
it �rstly \connects" subjects to role assignments, next, resulting role
assignments to roles, and �nally , theseroles to accesscontrol rules.

The transformation from EDL fragments into O-Telosframeswhich
will be stored in the ConceptBasesystemtakesplace in the repository.
For now, thesetransformation rules are hard-coded in Java. In addition
to accessingthe repository via the prede�ned infrastructure services
which are primarily meant for interaction betweenmachines, humans-
machine interfacing is provided via a GUI application written in Java.

Figure 11 shows a screenshotof the role assignment GUI. On the
left hand side, is shows the roles that are currently assignedto subject
jane , while on the right hand side the unassignedroles are listed.

The EDL de�nitions may be used to con�gure infrastructure ser-
vices in EFSOC. An important feature of EFSOC, is that it may be
distributed physically over various distributed nodes.Figure 12 shows
how infrastructure servicesmay bedistributed over multiple participat-
ing nodes in the network. Particularly , each of the nodes runs it own
implementation of the EFSOC prototype that was sketched in �gure
10, implementing a particular role.

In the context of the running example, this implies that two nodes
are introduced: one for the incident handling role and another for the
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network operation center. A central broker serves as a UDDI-lik e reg-
istry for advertising and discovering events that may be published or
subscribed to by the participating roles. This servicemay actually be
allocated to one of the participants, but in this casewe have chosento
implement the serviceon an individual node stressingthe independent
and trusted nature of the broker service.As soon as a relevant event is
published, the broker servicewill dispatch it to subscribedparticipants,
after which they may consumethe event onceit conformsto prescribed
security policies.

Within each node, the infrastructure servicesare thus de�ned by
running an EFSOC prototype. Speaking in terms of the running exam-
ple this thus meansthat for both the incident handler and the NOC a
instanceof an event serviceand a security serviceare coded (see�gure
12). For reasonsof simplicit y, the businessprocessservice is omitted
from the �gure.

The protocol for publishing and subscribing events may be orga-
nized as a seriesof thirteen steps. In particular, after a subject, who
plays a well-de�ned role (1) de�nes an event and (2) de�nes an access
control policy which regulates event operations on the newly de�ned
event, it can be published (3) to the coordinating event service.At this
point, other servicesmay discover (4) the event which allows them to
determine that event serviceA is the authorativ e servicefor this event.
By registering (6) (which is subject to accesscontrol rules laid down
in security serviceB for the subscribing service(7) and by the access
control policiesin security serviceA for the providing service(8)), event
service A knows where to send events when they occur. In addition,
event serviceA can now also pro-actively notify its subscribers when
accesscontrol rules change,or when event de�nitions are modi�ed.

When an event is generated(9), event serviceA knows who its sub-
scribers are, and, if allowed by security serviceA (10), will propagates
this event to event serviceB (11). Event serviceB will query the access
control policies in its security service (12) to determine whether it is
allowed to receive this event and if so, forward it to the �nal recipient
(13).

It is important to realize that the scenariooutlined above demon-
strates a typical deployment scenarioof the EFSOC framework. The
approach outlined here combined role-based thinking with a discre-
tionary approach in the sensethat we assumeherethat the subject who
publishes an event also regulates the accessto it. In other scenarios,
this assumption may not be valid.
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8. Conclusions and Future W ork

This article has presented a multi-la yered, service-based,access-rights
framework, named EFSOC, that is grounded on a formal meta-model
stating its structural and dynamic characteristics.This framework lever-
agesa set of tailored speci�cation languagesfor de�ning and enacting
businessprocesses,roles, accesscontrol rules, subjects, and events.

EFSOC is an advanced alternative when compared to traditional
role-basedaccesscontrol models(RBA C) as,in contrast to RBAC mod-
els, it allows to dynamically delegateor retract authorizations to roles.
Role assignments are facilitated on a event-driv en basis, permitting a
push-basedweb-serviceinteraction protocol. In this protocol, an event
may be \pushed" from a requestto a subscribed serviceprovider, if the
subscriptions comply with prescribed security policies.

Another distinguishing feature of EFSOC is that it addressessecu-
rit y at the level of businessprocessesand authorizations, assumingthat
message-level security (e.g, non-repudiation, integrity and consistency)
is preserved by existing standards, such as WS-Security. At the same
time, as EFSOC is standard agnostic, it may be used in combination
with existing standard languages,such as WSDL and BPEL.

We believe that the main contribution of this paper lies in the abilit y
of the framework to dynamically reasonabout (re-)allocations of action
authorizations to roles. In addition, other security related de�nitions in
the EFSOC model may besubject to queries.Querying is an important
prerequisit for moving towards truly dynamic serviceinteractions. For
example,queriesmay be triggered to �nd out con
icts betweenexisting
authorization-to-role assignments.

The EFSOC framework is validated in two ways. Firstly , the internal
validit y of the framework is proven by its formalization in O-Telos
(and XML-Schema). Secondly, the external validit y is addressedby the
experimental prototype that supports the speci�cation of EFSOC. This
prototype has beensuccessfullyapplied in the context of a casestudy,
which was described in this paper.

Current work aims at re�ning and extending the approach in various
directions. Firstly , we intend to explore the dynamic nature of event-
basedbusinessprocessesfurther by carefully studying dynamic events.
In addition, we wish to examinemodi�cations and maintenanceto ex-
isting infrastructure and operational servicesin the EFSOC framework,
allowing for pro-active changemanagement support. Lastly, we plan to
conduct a seriesof experiments to explore and further strengthen the
EFSOC framework taking into account issuessuch as delegation of
authorizations and con
ict resolution.
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App endix

A. XML Schema of EFSOC

<?xml version='1.0'?>

<xsd:schema
targetNamespace="http://ww w.pr oni r.nl /efs oc/ efso c.xs d"
xmlns:xsd="http://www.w3.o rg/2 001/XMLSchema"
xmlns:xcl = "http://www.altheim.com/s pecs/xc l/1. 0/xc l1. dtd" >

<xsd:element name="efsoc">
<xsd:complexType>

<xsd:sequence>
<xsd:element name="role" minOccurs="0"

maxOccurs="unbounded" type="roleType"/>
<xsd:element name="subject" minOccurs="0"

maxOccurs="unbounded" type="subjectType"/>
<xsd:element name="roleassignment" minOccurs="0"

maxOccurs="unbounded" type="roleassignmentType" />
<xsd:element name="eventoperationtyp e" minOccurs="0"

maxOccurs="unbounded" type="eventoperationtypeT ype"/>
<xsd:element name="eventoperation" minOccurs="0"

maxOccurs="unbounded" type="eventoperationType" />
<xsd:element name="eventbody" minOccurs="0"

maxOccurs="unbounded" type="eventBodyType"/>
<xsd:element name="permission" minOccurs="0"

maxOccurs="unbounded" type="permissionType"/>
<xsd:element name="accesscontrolrule " minOccurs="0"

maxOccurs="unbounded" type="accesscontrolruleTy pe"/>
<xsd:element name="accesscontrolpoli cy" minOccurs="0"

maxOccurs="unbounded" type="accesscontrolpolicy Type"/>
<xsd:element name="businessprocess" minOccurs="0"

maxOccurs="unbounded" type="businessprocessType "/>
<xsd:element name="query" type="queryType"

minOccurs="0" maxOccurs="unbounded"/>
</xsd:sequence>

</xsd:complexType>
</xsd:element>

<xsd:complexType name="roleType">
<xsd:sequence>

<xsd:element name="rolename" type="xsd:string"
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minOccurs="1" maxOccurs="1"/>
</xsd:sequence>
<xsd:attribute name="id" type="xsd:ID"/>

</xsd:complexType>

<xsd:complexType name="subjectType">
<xsd:sequence>

<xsd:element name="subjectname" type="xsd:string"
minOccurs="1" maxOccurs="1"/>

</xsd:sequence>
<xsd:attribute name="id" type="xsd:ID"/>

</xsd:complexType>

<xsd:complexType name="roleassignmentType ">
<xsd:sequence>

<xsd:element name="subjectid" type="xsd:QName"/>
<xsd:element name="roleid" type="xsd:QName"/>

</xsd:sequence>
<xsd:attribute name="id" type="xsd:ID"/>

</xsd:complexType>

<xsd:complexType name="eventoperationtype Type">
<xsd:sequence>

<xsd:element name="eventoperationtyp ename" type="xsd:string"/>
</xsd:sequence>
<xsd:attribute name="id" type="xsd:ID"/>

</xsd:complexType>

<xsd:complexType name="eventoperationType ">
<xsd:sequence>

<xsd:element name="eventoperationtyp eid" type="xsd:QName"/>
<xsd:element name="eventid" type="xsd:QName"/>

</xsd:sequence>
<xsd:attribute name="id" type="xsd:ID"/>

</xsd:complexType>

<xsd:complexType name="eventType">
<xsd:sequence>

<xsd:element name="envelope" minOccurs="1"
type="EventEnvelopeType" maxOccurs="1"/>

<xsd:element name="body" minOccurs="0"
type="EventBody" maxOccurs="1"/>

</xsd:sequence>
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<xsd:attribute name="id" type="xsd:ID"/>
</xsd:complexType>

<xsd:complexType name="EventEnvelopeType">
<xsd:sequence>

<xsd:element name="eventtype" type="EventType"
minOccurs="1" maxOccurs="1"/>

<xsd:element name="eventid" type="EventIDType"
minOccurs="1" maxOccurs="1"/>

<xsd:element name="timestamp" type="TimeStampType"
minOccurs="1" maxOccurs="1"/>

<xsd:element name="reference" type="ReferenceType"
minOccurs="0" maxOccurs="1"/>

<xsd:element name="sender" type="SubjectID"
minOccurs="1" maxOccurs="1"/>

</xsd:sequence>
</xsd:complexType>

<xsd:simpleType name="EventType">
<xsd:restriction base="xsd:string"/>

</xsd:simpleType>

<xsd:simpleType name="EventIDType">
<xsd:restriction base="xsd:string"/>

</xsd:simpleType>

<xsd:simpleType name="TimeStampType">
<xsd:restriction base="xsd:string"/>

</xsd:simpleType>

<xsd:simpleType name="SubjectID">
<xsd:restriction base="xsd:string"/>

</xsd:simpleType>

<xsd:simpleType name="ReferenceType">
<xsd:list>

<xsd:simpleType>
<xsd:restriction base="xsd:string"/>

</xsd:simpleType>
</xsd:list>

</xsd:simpleType>

<xsd:complexType name="EventBody">
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<xsd:simpleContent>
<xsd:restriction base="eventBodyType">

<xsd:attribute name="id" type="xsd:ID"/>
</xsd:restriction>

</xsd:simpleContent>
</xsd:complexType>

<xsd:complexType name="eventBodyType">
<xsd:simpleContent>

<xsd:restriction base="xsd:schema">
<xsd:attribute name="id" type="xsd:ID"/>

</xsd:restriction>
</xsd:simpleContent>

</xsd:complexType>

<xsd:complexType name="permissionType">
<xsd:simpleContent>

<xsd:restriction base="xsd:string">
<xsd:attribute name="id" type="xsd:ID"/>

</xsd:restriction>
</xsd:simpleContent>

</xsd:complexType>

<xsd:complexType name="accesscontrolruleT ype">
<xsd:sequence>

<xsd:element name="permissionid" type="xsd:QName"/>
<xsd:element name="eventoperationid" type="xsd:QName"/>
<xsd:element name="roleid" type="xsd:QName"/>

</xsd:sequence>
<xsd:attribute name="id" type="xsd:ID"/>

</xsd:complexType>

<xsd:complexType name="accesscontrolpolic yType">
<xsd:sequence>

<xsd:element name="eventid" type="xsd:QName"/>
<xsd:element name="accesscontrolrule id" type="xsd:QName"

minOccurs="0" maxOccurs="unbounded"/>
</xsd:sequence>
<xsd:attribute name="id" type="xsd:ID"/>

</xsd:complexType>

<xsd:complexType name="businessprocessType">
<xsd:simpleContent>
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<xsd:restriction base="xsd:sequence">
<xsd:attribute name="id" type="xsd:ID"/>

</xsd:restriction>
</xsd:simpleContent>

</xsd:complexType>

<xsd:complexType name="queryType">
<xsd:sequence>

<xsd:element name="parameter" type="xsd:string"
minOccurs="0" maxOccurs="unbounded"/>

<xsd:element name="formula" type="xcl:formula"
minOccurs="1" maxOccurs="1"/>

</xsd:sequence>
</xsd:complexType>

</xsd:schema>

B. EDL query de�nition example

<efsoc:efsoc
xmlns:xsd = "http://www.w3.org/2001/X MLSchema"
xmlns:xcl = "http://www.altheim.com/s pecs/xc l/1. 0/xc l1. dtd"
xmlns:efsoc = "http://www.leune.org/tmp /efs oc. xsd" >

<efsoc:query name="rulesForSubject">
<efsoc:parameter name="input_name" type="xsd:string"/>
<efsoc:formula>

<xcl:conn name="implies">
<xcl:quant name="exists" variable="s">

<xcl:type>Subject</xcl:t ype>
<xcl:quant name="exists" variable="ra">

<xcl:type>RoleAssignment< /xcl :typ e>
<xcl:quant name="exists" variable="r">

<xcl:type>Role</xcl:typ e>
<xcl:quant name="exists" variable="ru">

<xcl:type>AccessControlRu le</ xcl :typ e>
<xcl:conn name="and">

<xcl:pred name="name">
<xcl:term name="s"/>
<xcl:term name="input_name"/>

</xcl:pred>
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<xcl:pred name="subject">
<xcl:term name="ra"/>
<xcl:term name="s"/>

</xcl:pred>
<xcl:pred name="role">

<xcl:term name="ra"/>
<xcl:term name="r"/>

</xcl:pred>
<xcl:pred name="role">

<xcl:term name="ru"/>
<xcl:term name="r"/>

</xcl:pred>
</xcl:conn>

</xcl:quant>
</xcl:quant>

</xcl:quant>
</xcl:quant>
<xcl:pred name="result">

<xcl:term name="s"/>
</xcl:pred>

</xcl:conn>
</efsoc:formula>

</efsoc:query>
</efsoc:efsoc>
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